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Preface 

In today's knowledge-driven global economy, intellectual assets often represent a 

company's most valuable competitive advantage. While patents, trademarks, and 

copyrights enjoy explicit statutory protection, trade secrets—those confidential 

business formulas, methods, processes, and information that provide enterprises with 

their unique edge—operate in a more nuanced legal landscape, particularly in India. 

This booklet emerges from the recognition that despite their immense commercial 

value, trade secrets in India exist within a framework that lacks dedicated legislation. 

Instead, protection derives from a patchwork of contractual obligations, equitable 

doctrines, and judicial interpretations that businesses and legal practitioners must 

navigate carefully. 

The protection of trade secrets sits at the intersection of commercial pragmatism and 

legal strategy. For multinational corporations establishing operations in India, 

domestic businesses developing proprietary innovations, and legal professionals 

advising clients on intellectual property matters, understanding the contours of trade 

secret protection has become increasingly essential. With India's rapid economic 

growth and expanding role in global research and development, technology transfer, 

and innovation ecosystems, the stakes have never been higher. 

Our purpose in creating this resource is to provide a comprehensive yet accessible 

guide to the legal principles, practical measures, and strategic considerations relevant 

to safeguarding valuable confidential information in the Indian context. We examine 

the legal foundations that support trade secret protection, analyze landmark judicial 

decisions that have shaped its evolution, and explore the preventive measures 

organizations can implement to secure their valuable information assets. 
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This booklet also addresses the particular challenges that emerge in specific scenarios: 

employment relationships, business collaborations, technology transfers, and digital 

environments each present unique vulnerabilities requiring tailored approaches. We 

have endeavored to provide practical insights into these contexts, drawing from both 

established legal principles and emerging best practices. 

As India continues to evolve its intellectual property regime and courts further 

develop jurisprudence on confidential information, this area of law remains dynamic. 

We hope this booklet serves not only as a guide to current practice but also as a 

foundation for understanding future developments in trade secret protection within 

India's legal landscape. 

Whether you are a business executive, legal practitioner, researcher, or student, we 

trust this resource will enhance your understanding of how valuable confidential 

information can be effectively protected in India's competitive business environment. 

 

 

 

Sincerely 

Bhatt & Joshi Associates  
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Disclaimer 

The information contained in this booklet is for general guidance only. Readers should 

obtain professional advice before taking any action based on its contents. Neither the 

authors nor the firm assume any liability for actions taken by any person based on this 

booklet's contents. We expressly disclaim all responsibility for any consequences 

resulting from reliance on the information presented herein. 

 

Contact  

For any help or assistance please email us on office@bhattandjoshiassociates.com or 

visit us at www.bhattandjoshiassociates.com  
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Chapter 1: Introduction – What Are Trade 

Secrets? 

Understanding Trade Secrets in the Modern Commercial 

Context 

Trade secrets represent a fundamental yet often misunderstood category of intellectual 

property. Unlike their more visible counterparts—patents, trademarks, and 

copyrights—trade secrets derive their value precisely from remaining unknown to 

competitors and the public. In the simplest terms, a trade secret can be understood as 

valuable business information that provides a competitive advantage because it is not 

generally known or readily ascertainable by others who could benefit from its 

disclosure or use. This concealed nature creates unique challenges for legal protection, 

particularly in jurisdictions like India where no dedicated trade secret statute exists. 

The concept of protecting commercially valuable secrets has ancient roots, with 

historical evidence suggesting that artisans and craftsmen in civilizations across the 

world guarded their techniques and methods jealously. However, the modern legal 

conception of trade secrets has evolved primarily over the past two centuries alongside 

industrial development and the increasing recognition of intellectual property as a 

distinct asset class. In contemporary business, trade secrets have gained heightened 

importance as knowledge-based industries flourish and information itself becomes a 

primary source of commercial value. 

India's economic liberalization since the 1990s has dramatically increased the 

relevance of trade secret protection for businesses operating in the Indian market. As 

the country has transformed into a global hub for information technology services, 
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pharmaceuticals, biotechnology, and other knowledge-intensive industries, the need 

for effective mechanisms to protect proprietary information has grown 

correspondingly. Yet the legal framework governing trade secrets in India remains 

relatively underdeveloped compared to specialized statutory regimes in jurisdictions 

like the United States, where the Uniform Trade Secrets Act and the federal Defend 

Trade Secrets Act provide explicit protection. 

This introductory chapter aims to establish a clear understanding of what constitutes a 

trade secret, how these assets differ from other forms of intellectual property, the 

international context that influences India's approach to trade secret protection, and 

why effective safeguards for such information have become increasingly critical for 

businesses operating in the Indian commercial landscape. 

Definition: The Scope and Nature of Trade Secrets 

Trade secrets encompass a remarkably diverse range of information. In essence, 

almost any information that (1) is not generally known to the relevant business 

community, (2) provides economic value from its secrecy, and (3) is subject to 

reasonable efforts to maintain its confidentiality, can qualify as a trade secret. This 

breadth allows the concept to extend across industries and adapt to emerging forms of 

valuable information. 

Technical Information and Know-How 

Manufacturing processes, industrial techniques, and specialized know-how represent 

classic examples of trade secrets. These may include specific temperature or pressure 

parameters for manufacturing, precise chemical formulations, or engineering methods 

that yield superior results. The pharmaceutical industry, for instance, relies heavily on 

trade secrets to protect certain manufacturing processes, even for medicines whose 

active ingredients are patented. Similarly, food and beverage companies may guard 
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recipe components or preparation methods—the formula for Coca-Cola standing as 

perhaps the most famous example of a long-maintained trade secret. 

In the technology sector, algorithms, software source code, and database structures 

frequently qualify as trade secrets. While software may also receive copyright 

protection, the underlying logic, architecture, and innovative approaches are often 

better protected as trade secrets, particularly when they involve processes that would 

be difficult to reverse-engineer from the final product. This dual approach allows 

companies to safeguard both the expression of their code and the valuable intellectual 

concepts it embodies. 

Commercial Information 

Beyond technical processes, trade secrets extend to valuable commercial information 

that provides competitive advantage. Customer lists represent a significant category 

here, particularly when they contain more than publicly available information and 

include details about customer preferences, purchasing history, contract terms, and 

other data compiled through substantial effort and investment. The Indian courts have 

recognized the protectable nature of such information in several cases, including 

American Express Bank Ltd. v. Priya Puri (2006), where the Delhi High Court 

acknowledged that customer lists constituted confidential information deserving 

protection. 

Marketing strategies, pricing models, and business plans also frequently qualify as 

trade secrets. These may include detailed information about target markets, 

promotional techniques that have proven effective, cost structures, profit margins, and 

future business development plans. While general business concepts remain 

unprotectable, specific implementations and detailed strategies developed through 

substantial investment can receive trade secret protection. 

Negative Know-How 
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Interestingly, trade secrets can also encompass what is sometimes termed "negative 

know-how"—information about approaches that have been tried and proven 

unsuccessful. This knowledge of what does not work can provide significant 

competitive advantage by preventing wasteful research and development efforts. For 

example, a pharmaceutical company's documentation of failed chemical compounds 

or ineffective synthesis routes represents valuable intellectual property deserving 

protection. 

Difference Between Trade Secrets, Patents, and Confidential 

Information 

Understanding trade secrets requires distinguishing them from related intellectual 

property concepts, particularly patents and the broader category of confidential 

information. Each offers distinct advantages and limitations that inform strategic 

decisions about intellectual property management. 

Trade Secrets vs. Patents 

Trade secrets and patents represent fundamentally different approaches to protecting 

valuable innovations. The most obvious distinction lies in their relationship with 

disclosure: patents require complete public disclosure of an invention in exchange for 

a limited-term monopoly, while trade secrets depend entirely on non-disclosure and 

can potentially last indefinitely as long as secrecy is maintained. 

Patent protection in India, governed by the Patents Act of 1970 (as amended), 

provides a legally enforceable monopoly for a fixed period—generally 20 years from 

the filing date. This protection allows the patent holder to prevent others from making, 

using, selling, or importing the patented invention without permission, regardless of 

whether they developed it independently. However, obtaining a patent requires 
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demonstrating that the invention is novel, non-obvious, and useful, followed by 

complete disclosure of how to make and use the invention in the patent application. 

Trade secret protection, by contrast, can cover information that might not meet 

patentability criteria, including business methods, customer lists, and incremental 

improvements to existing technology. Protection can theoretically last indefinitely, 

provided the secret is not independently discovered, reverse-engineered, or publicly 

disclosed. However, trade secret protection offers no recourse against independent 

development or reverse engineering—if a competitor legitimately discovers the same 

information, they are free to use it. 

These distinctions create important strategic considerations. Patents make sense for 

innovations that (1) can be reverse-engineered once a product reaches the market, (2) 

meet patentability criteria, and (3) would likely be independently developed by 

competitors within the patent term. Conversely, trade secret protection may be 

preferable for information that (1) would be difficult to reverse-engineer, (2) might not 

qualify for patent protection, or (3) could potentially provide competitive advantage 

beyond the 20-year patent term. 

The classic example illustrating this strategic choice comes from the beverage 

industry: Coca-Cola chose trade secret protection for its formula rather than seeking a 

patent, allowing it to maintain exclusive use for over a century—far longer than the 

20-year protection a patent would have provided. This decision recognized that the 

formula would be difficult to reverse-engineer but would become available to 

competitors once a patent expired. 

Trade Secrets vs. Confidential Information 

The relationship between trade secrets and confidential information reflects a 

category-subcategory dynamic. All trade secrets qualify as confidential information, 

but not all confidential information rises to the level of a trade secret. Confidential 
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information encompasses any non-public information that a party wishes to keep 

private, regardless of its commercial value. Trade secrets, however, specifically 

require commercial value derived from secrecy. 

In the Indian legal context, this distinction becomes particularly relevant because 

courts have developed jurisprudence around protecting confidential information 

through equitable principles, even in the absence of specific trade secret legislation. 

The seminal case of Mr. Anil Gupta and Anr. v. Mr. Kunal Dasgupta and Ors. (2002) 

exemplifies this approach, where the Delhi High Court recognized that Indian courts 

can grant relief for breach of confidence based on equitable principles derived from 

English common law. 

Confidential information may include personal data, internal communications, or 

preliminary research that does not yet have demonstrable commercial value. While 

such information deserves protection in appropriate contexts, it may not receive the 

same level of legal protection afforded to trade secrets unless it can be shown to 

provide competitive advantage. 

International Context: TRIPS Agreement and India's 

Obligations 

India's approach to trade secret protection exists within an international legal 

framework, most notably the Agreement on Trade-Related Aspects of Intellectual 

Property Rights (TRIPS), which India became obligated to implement upon joining 

the World Trade Organization in 1995. Article 39 of TRIPS specifically addresses the 

protection of undisclosed information, creating international obligations regarding 

trade secret protection. 

TRIPS Requirements for Trade Secret Protection 
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Article 39.2 of TRIPS requires member states to protect undisclosed information that: 

1.​ Is secret in the sense that it is not generally known or readily accessible to 

persons within the circles that normally deal with such information; 

2.​ Has commercial value because it is secret; and 

3.​ Has been subject to reasonable steps to keep it secret by the person lawfully in 

control of the information. 

These three criteria have become widely accepted as the defining elements of trade 

secrets internationally. The agreement further stipulates that member nations must 

provide legal means for preventing information from being disclosed to, acquired by, 

or used by others without consent in a manner contrary to honest commercial 

practices. 

Importantly, TRIPS does not prescribe the specific legal mechanism through which 

countries must implement these protections. Nations may fulfill their obligations 

through dedicated trade secret legislation, provisions in competition law, contract law, 

tort law, criminal law, or common law doctrines—or some combination thereof. This 

flexibility allows countries to integrate trade secret protection into their existing legal 

systems in contextually appropriate ways. 

India's Implementation Approach 

India has chosen to meet its TRIPS obligations regarding trade secrets primarily 

through application of common law principles, contract law, and equitable doctrines 

rather than through dedicated legislation. The Indian judiciary has played a central 

role in developing this protection, recognizing trade secrets as deserving of protection 

even without specific statutory authorization. 

Several landmark cases reflect this judicial development. In John Richard Brady and 

Ors v. Chemical Process Equipments P. Ltd. and Anr (1987), the Delhi High Court 
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explicitly acknowledged that Indian courts have the power to grant relief in cases 

involving misappropriation of trade secrets based on principles of equity and breach of 

confidence. Similarly, in Bombay Dyeing and Manufacturing Co. Ltd. v Mehar Karan 

Singh (2010), the court recognized that certain business information constituted 

protectable trade secrets despite the absence of specific legislation. 

While this approach has provided some protection, it has also created challenges 

stemming from the lack of clear statutory definitions, procedures, and remedies. 

Various stakeholders, including industry associations and legal experts, have 

advocated for dedicated trade secret legislation to provide greater clarity and 

predictability. However, as of this writing, India continues to rely on this patchwork 

approach to trade secret protection. 

Why Businesses in India Need Trade Secret Protection Today 

The need for robust trade secret protection in India has intensified dramatically in 

recent decades, driven by several interconnected factors that have transformed the 

country's economic landscape and its position in global commerce and innovation 

ecosystems. 

Growth of Knowledge-Based Industries 

India's emergence as a global hub for information technology services, 

pharmaceuticals, biotechnology, and other knowledge-intensive industries has 

fundamentally altered the country's intellectual property needs. These sectors derive 

their competitive advantage primarily from proprietary knowledge, processes, and 

information rather than physical assets. For software companies developing innovative 

algorithms, pharmaceutical firms conducting cutting-edge research, or manufacturing 

enterprises implementing proprietary production techniques, trade secrets often 

represent the most valuable corporate assets. 
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The pharmaceutical sector provides a particularly compelling example. India has 

developed one of the world's largest generic drug manufacturing capacities, but 

increasingly, domestic pharmaceutical companies are investing in original research 

and development. These R&D activities generate valuable know-how related to drug 

development, testing protocols, and manufacturing processes that may not be 

appropriate for patent protection but nonetheless provide significant competitive 

advantage when maintained as trade secrets. 

Foreign Investment and Technology Transfer 

As India continues to attract foreign direct investment, concerns about intellectual 

property protection—including trade secrets—have become increasingly significant 

for international companies considering entry into the Indian market. For many 

multinational corporations, the decision to establish research centers, manufacturing 

facilities, or service operations in India depends partly on confidence that their 

proprietary information will receive adequate legal protection. 

Technology transfer arrangements, joint ventures, and research collaborations between 

Indian and international partners similarly rely on effective trade secret protection. 

When foreign companies share valuable know-how with Indian partners or 

subsidiaries, they require assurance that this information will remain secure. 

Inadequate protection creates friction in such relationships and may impede valuable 

knowledge transfer that could benefit the Indian economy. 

Employee Mobility and Information Security 

The high mobility of skilled professionals in India's modern economy has intensified 

the challenge of protecting trade secrets. When employees move between competing 

firms, they carry knowledge of their former employer's confidential information and 

trade secrets. Without clear legal frameworks governing what information they can 
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use in their new positions, employers face significant risks of losing valuable 

intellectual property through employee departures. 

This concern is particularly acute in technology hubs like Bangalore, Hyderabad, and 

Pune, where intense competition for talented professionals leads to frequent 

movement between companies. Courts have increasingly been called upon to balance 

the legitimate interests of employers in protecting their trade secrets against 

employees' rights to use their general skills and knowledge in new positions. Cases 

like Burlington Home Shopping Pvt. Ltd. v. Rajnish Chibber (1995) illustrate the 

judiciary's efforts to strike this balance by distinguishing between protectable trade 

secrets and an employee's general skill and knowledge. 

Digital Vulnerability and Cybersecurity Threats 

The digitization of business information has created unprecedented efficiency but also 

new vulnerabilities for trade secrets. Digital files can be copied, transmitted, and 

accessed much more easily than physical documents, creating new challenges for 

information security. As businesses in India increasingly store valuable trade secrets in 

digital formats, the risk of misappropriation through hacking, unauthorized access, or 

insider threats has grown substantially. 

These risks are compounded by the global nature of cybersecurity threats, with trade 

secret theft increasingly conducted across national boundaries. The lack of 

comprehensive trade secret legislation in India creates additional complexity when 

addressing these digital vulnerabilities, as companies must rely on a combination of IT 

security measures, contractual protections, and existing legal remedies that may not 

have been designed with digital information in mind. 

Competitive Pressure and Innovation Incentives 
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In an increasingly competitive global marketplace, Indian companies face pressure to 

innovate continuously. Effective trade secret protection provides crucial incentives for 

this innovation by ensuring that companies can capture the value of their investments 

in research, development, and process improvements. Without such protection, 

businesses may hesitate to invest in developing valuable information that could easily 

be appropriated by competitors. 

This dynamic is particularly important for small and medium-sized enterprises 

(SMEs) in India, which may lack resources for extensive patent portfolios but 

nonetheless develop valuable know-how and processes. For these companies, trade 

secrets often represent the most accessible form of intellectual property protection, 

making effective legal safeguards especially crucial to their growth and competitive 

position. 

Conclusion 

Trade secrets constitute a vital category of intellectual property with particular 

relevance in India's evolving knowledge economy. As we have explored in this 

chapter, these secrets encompass a diverse range of valuable information—from 

technical processes and formulations to commercial strategies and customer 

relationships—whose value derives precisely from remaining unknown to 

competitors. Unlike patents, which exchange public disclosure for temporary 

monopoly rights, trade secrets can provide potentially perpetual competitive 

advantage through continued confidentiality. 

The international framework established by the TRIPS Agreement recognizes the 

importance of protecting such undisclosed information, creating obligations that India 

has addressed primarily through judicial application of equitable principles rather than 
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dedicated legislation. This approach has provided some protection but also created 

challenges stemming from the lack of clear statutory definitions and procedures. 

For businesses operating in India's increasingly knowledge-driven economy, effective 

trade secret protection has become essential to maintaining competitive advantage, 

facilitating technology transfer, managing employee mobility, addressing digital 

vulnerabilities, and incentivizing continued innovation. As we proceed through 

subsequent chapters, we will examine the legal foundations of this protection in 

greater detail, explore practical strategies for safeguarding valuable information, and 

consider how the evolving landscape of Indian intellectual property law affects trade 

secret management across different contexts and industries. 

Understanding what constitutes a trade secret represents the crucial first step in this 

journey. By recognizing the scope, value, and vulnerability of these important 

intellectual assets, businesses can begin to develop comprehensive strategies for their 

protection within India's unique legal environment.  
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Chapter 2: The Legal Vacuum – No 

Standalone Trade Secret Law in India 

Introduction 

India stands at a curious crossroads in its intellectual property protection regime. 

While the country has made significant strides in modernizing its laws concerning 

patents, trademarks, copyrights, and designs to align with international standards, one 

crucial area remains conspicuously underdeveloped: trade secret protection. Unlike 

many developed economies, India lacks a dedicated statute specifically addressing 

trade secrets, creating what many legal scholars and business leaders characterize as a 

"legal vacuum." This absence is particularly striking given India's emergence as a 

global hub for innovation, outsourcing, and knowledge-based industries where 

confidential business information constitutes a significant competitive advantage. 

Trade secrets encompass a broad spectrum of commercially valuable 

information—manufacturing processes, chemical formulas, customer lists, marketing 

strategies, and algorithmic approaches—that derive their value precisely from 

remaining confidential. While other forms of intellectual property protection require 

disclosure in exchange for exclusive rights, trade secrets operate on the opposite 

principle: their very value lies in their secrecy. This fundamental characteristic makes 

their protection particularly challenging and renders the absence of a dedicated legal 

framework in India all the more problematic. 

This chapter examines the current landscape of trade secret protection in India, 

highlighting the absence of a standalone statute comparable to the United States' 

Defend Trade Secrets Act (DTSA) or the European Union's Trade Secrets Directive. It 

explores the patchwork of existing laws that businesses and courts must navigate to 
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address trade secret misappropriation, including provisions scattered across contract 

law, information technology regulations, copyright statutes, and common law 

principles. Further, it analyzes the implications of this fragmented approach for 

businesses operating in or with India, offering insights into both the challenges and 

potential remedies available within the current legal framework. 

Absence of a Dedicated Statute in India 

The Global Contrast: Dedicated Trade Secret Protection Elsewhere 

The absence of a standalone trade secret law in India becomes particularly evident 

when contrasted with the comprehensive statutory frameworks established in other 

major economies. The United States enacted the Defend Trade Secrets Act (DTSA) in 

2016, creating a federal civil cause of action for trade secret misappropriation and 

bringing uniformity to what had previously been primarily state-level protection under 

various iterations of the Uniform Trade Secrets Act. The DTSA provides robust 

remedies including injunctive relief, damages for actual losses and unjust enrichment, 

potential royalties, and even exemplary damages and attorney fees in cases of willful 

and malicious misappropriation. 

Similarly, the European Union implemented the Trade Secrets Directive (Directive 

2016/943) to harmonize trade secret protection across member states. This directive 

establishes minimum standards for protecting undisclosed know-how and business 

information against unlawful acquisition, use, and disclosure. It provides a clear 

definition of trade secrets, outlines what constitutes lawful and unlawful acquisition, 

and establishes procedures for preserving confidentiality during legal proceedings—a 

crucial consideration given that public disclosure during litigation could destroy the 

very secrecy being protected. 
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Other jurisdictions have also enacted specific trade secret legislation. China revised its 

Anti-Unfair Competition Law in 2019 to strengthen trade secret protection, expanding 

the definition of trade secrets and increasing penalties for misappropriation. Japan's 

Unfair Competition Prevention Act explicitly addresses trade secret protection, while 

Singapore's protection comes under its specific provisions in the Competition Act. 

This global trend toward specialized trade secret legislation stands in stark contrast to 

India's continued reliance on disparate legal provisions scattered across various 

statutes. 

Historical Reasons for the Legislative Gap 

The absence of dedicated trade secret legislation in India can be attributed to several 

historical factors. India's intellectual property regime developed primarily during its 

colonial period and immediate post-independence era when the economy was largely 

agrarian and industrial, with less emphasis on information-based assets. During this 

formative period, tangible innovations protected by patents and creative works 

covered by copyright received greater legislative attention than confidential 

commercial information. 

Additionally, India's post-independence economic policies initially emphasized 

self-reliance and technology transfer rather than creating robust protection for 

proprietary information. The prevailing perspective viewed strict trade secret 

protection as potentially hindering technology diffusion and industrial development. 

This perspective aligned with India's broader stance on intellectual property, which 

historically favored access to knowledge over strong proprietary rights, as evidenced 

by its pharmaceutical patent policies until the TRIPS-mandated reforms in 2005. 

The liberalization of India's economy beginning in the early 1990s dramatically 

transformed its industrial landscape and integration with global markets. However, 

legislative development has not kept pace with these economic changes, particularly 
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in areas like trade secret protection that affect knowledge-based industries. While 

there have been periodic discussions about introducing comprehensive trade secret 

legislation, these efforts have not materialized into concrete laws, leaving businesses 

to navigate the existing patchwork of provisions across various statutes. 

Failed Legislative Initiatives and Draft Proposals 

Despite recognition of the need for dedicated trade secret legislation, several attempts 

to introduce such laws have stalled. The Department of Industrial Policy and 

Promotion (now Department for Promotion of Industry and Internal Trade) prepared a 

discussion paper on trade secret protection in 2008, which highlighted the 

inadequacies of the existing regime and proposed a standalone statute. However, this 

initiative did not progress to formal legislation. 

Similarly, the National Innovation Council and the National Intellectual Property 

Rights Policy have acknowledged the importance of trade secret protection for 

fostering innovation and attracting foreign investment. The National IPR Policy of 

2016 specifically mentioned the need to "assess the need for legislative changes" 

regarding trade secret protection, but concrete steps toward implementation have been 

limited. 

Draft bills have occasionally circulated in policy circles, including one modeled 

partially on the TRIPS Agreement's Article 39, which addresses the protection of 

undisclosed information. These proposals typically include definitions of trade secrets, 

provisions regarding misappropriation, available remedies, and procedures for 

maintaining confidentiality during litigation. However, none have gained sufficient 

momentum to become law, leaving the legal vacuum intact and forcing businesses and 

courts to continue relying on the existing patchwork of provisions. 

Reliance on a Patchwork of Laws 
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Indian Contract Act: Section 27 and Its Limitations 

The Indian Contract Act of 1872, particularly Section 27, serves as one of the primary 

legal foundations for trade secret protection in India. This section, dealing with 

restraint of trade, states that agreements restraining anyone from exercising a lawful 

profession, trade, or business are void to that extent. However, the section includes 

exceptions for sale of goodwill and partnership agreements, which courts have 

interpreted to implicitly recognize the validity of reasonable confidentiality 

obligations. 

In practice, businesses rely heavily on confidentiality agreements and non-disclosure 

agreements (NDAs) to create contractual obligations for maintaining trade secret 

confidentiality. Courts have generally upheld such agreements when reasonably 

limited in scope, duration, and geographic application. For instance, in Niranjan 

Shankar Golikari v. The Century Spinning and Manufacturing Co. Ltd., the Supreme 

Court upheld a negative covenant in an employment contract that prohibited the 

employee from disclosing confidential information and trade secrets. 

However, this contractual approach suffers from significant limitations. First, it 

creates privity of contract, meaning protection extends only to parties to the 

agreement, leaving no recourse against third parties who might misappropriate 

information without having signed any agreement. Second, remedies are limited to 

contractual damages, which may be difficult to quantify for trade secret 

misappropriation. Third, enforcing contracts in India's overburdened judicial system 

often involves lengthy proceedings during which the value of the trade secret may be 

irreparably diminished through continued unauthorized use. 

Furthermore, courts have been hesitant to enforce post-employment restraints that 

might limit an individual's ability to practice their profession, even when confidential 

information is at stake. This stance reflects the broader public policy concern 
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embedded in Section 27 against restraint of trade, creating tension between protecting 

legitimate business interests and ensuring worker mobility and livelihood rights. 

Civil Procedure Code: Injunctions and Their Efficacy 

The Civil Procedure Code provides another critical tool for trade secret protection 

through its provisions for temporary and permanent injunctions. Under Order 39, 

Rules 1 and 2, courts can grant interim injunctions to prevent the disclosure or use of 

confidential information pending final determination of a case. These injunctive 

remedies often represent the most valuable form of relief in trade secret cases, as they 

can prevent information from becoming public before the lengthy trial process 

concludes. 

Courts typically apply a three-pronged test when considering applications for interim 

injunctions in trade secret cases: whether there is a prima facie case, whether the 

balance of convenience favors granting the injunction, and whether denying the 

injunction would cause irreparable harm. In Bombay Dyeing and Manufacturing Co. 

Ltd. v. Mehar Karan Singh, the Bombay High Court granted an interim injunction 

restraining former employees from using or disclosing confidential information, 

demonstrating courts' willingness to protect trade secrets through injunctive relief. 

Additionally, courts can order the preservation of evidence and issue Anton Piller 

orders (allowing search and seizure without prior notice) in cases where there is a real 

possibility that evidence might be destroyed. Such procedural mechanisms provide 

important tools for trade secret owners to prevent the dissipation of evidence during 

litigation. 

However, several factors limit the efficacy of injunctive relief in the Indian context. 

The overburdened court system often results in delays even for "urgent" interim 

applications. Furthermore, the threshold for obtaining ex parte injunctions (granted 

without hearing the opposing party) is high, potentially allowing defendants time to 
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disseminate information before a hearing occurs. The challenges in quantifying harm 

from trade secret misappropriation can also make it difficult to demonstrate the 

"irreparable injury" necessary for injunctive relief, particularly when courts consider 

whether monetary damages might provide adequate compensation. 

Information Technology Act: Data Protection Elements 

The Information Technology Act of 2000, as amended in 2008, contains provisions 

that tangentially address certain aspects of trade secret protection, particularly in the 

digital context. Section 43 imposes liability for unauthorized access to computer 

systems or networks, potentially covering digital trade secret theft. Section 65 

criminalizes tampering with computer source code, which can protect software-related 

trade secrets to some extent. Additionally, Section 72 prohibits the disclosure of 

information received in an official capacity, which may apply to regulatory authorities 

handling confidential business information. 

The IT Act also establishes the Computer Emergency Response Team (CERT-In), 

which addresses cybersecurity incidents that might involve trade secret theft through 

hacking or other digital means. Further, the Rules prescribed under Section 43A 

require "body corporates" possessing sensitive personal data to implement reasonable 

security practices to protect such information, potentially including trade secrets 

related to personal data. 

However, the Act's primary focus on data protection rather than trade secrets creates 

significant gaps. The provisions address unauthorized access and disclosure rather 

than misappropriation more broadly, including through otherwise lawful access 

followed by unauthorized use. The remedies are primarily oriented toward 

compensating for system damage rather than the economic value of misappropriated 

information. Moreover, the Act's jurisdiction is limited to electronic records and 
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computer systems, leaving non-digital trade secrets without protection under this 

framework. 

Copyright Act: Limited Protection for Certain Types of Information 

The Copyright Act of 1957 provides limited protection for certain types of 

information that might otherwise qualify as trade secrets. Source code for computer 

programs receives copyright protection as literary works, potentially protecting 

software-related trade secrets to some extent. Similarly, compilations of data can 

receive copyright protection if they involve sufficient originality in the selection or 

arrangement of contents, potentially covering certain customer lists or databases that 

might also qualify as trade secrets. 

Copyright protection offers several advantages, including a clear statutory framework, 

well-established remedies including injunctions and damages, and criminal penalties 

for infringement in certain cases. Copyright also addresses the creation of derivative 

works, which could cover modified versions of proprietary algorithms or other 

information. 

However, copyright protection for trade secrets suffers from fundamental limitations. 

Most significantly, copyright protects the expression of ideas rather than the ideas 

themselves. This means that while the specific code implementing an algorithm might 

be protected, the underlying algorithm or method would remain unprotected if 

expressed differently. Similarly, copyright requires originality and fixation in a 

tangible medium, criteria that many valuable trade secrets (such as customer 

information or manufacturing processes) might not satisfy. 

Furthermore, copyright has significant disclosure implications that run counter to 

trade secret protection. Registering copyright requires depositing copies with the 

Copyright Office, potentially making the information publicly accessible. Even 

without registration, copyright infringement claims typically require proving 
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substantial similarity, necessitating disclosure of the protected work during litigation. 

These disclosure requirements create tension with the fundamental nature of trade 

secrets, which derive value precisely from remaining confidential. 

Common Law Principles of Equity and Breach of Confidence 

Development of Breach of Confidence Doctrine in Indian Jurisprudence 

In the absence of statutory protection, Indian courts have developed protection for 

trade secrets primarily through the common law doctrine of breach of confidence. 

This equitable doctrine, inherited from English law, recognizes that certain 

relationships create an obligation to maintain the confidentiality of information shared 

within that relationship. When such confidential information is disclosed or misused, 

courts can provide remedies regardless of whether a formal contract exists. 

The seminal English case Saltman Engineering Co. v. Campbell Engineering Co. 

established three essential elements for breach of confidence claims, which Indian 

courts have largely adopted: the information must have the necessary quality of 

confidence; it must have been imparted in circumstances importing an obligation of 

confidence; and there must be unauthorized use of that information to the detriment of 

the party communicating it. Indian courts have applied these principles in several 

significant cases, including Emergent Genetics India Pvt. Ltd. v. Shailendra Shivam, 

where the Delhi High Court recognized that customer lists and breeding methods 

constituted protectable confidential information. 

The doctrine has evolved to cover various relationships beyond traditional fiduciary 

connections. Courts have recognized implied obligations of confidence in 

employer-employee relationships, business negotiations, and professional services 

contexts. In Mr. Anil Gupta and Anr. v. Mr. Kunal Dasgupta and Ors., the Delhi High 

Court protected a business concept for a television show based on breach of 
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confidence, demonstrating the doctrine's flexibility in covering diverse types of 

confidential information. 

However, this judicial development has occurred somewhat unevenly across different 

High Courts, with varying emphases on particular elements and differing thresholds 

for what constitutes "confidential information." This inconsistency creates uncertainty 

for businesses seeking to protect their trade secrets and highlights the limitations of 

relying on case-by-case judicial development rather than systematic statutory 

protection. 

Relationship with Fiduciary Duties and Good Faith Obligations 

The breach of confidence doctrine intersects significantly with principles of fiduciary 

duty and good faith obligations in Indian law. Certain relationships—such as those 

between directors and their companies, partners in a partnership, or agents and 

principals—create fiduciary obligations that include duties to maintain confidentiality 

and avoid conflicts of interest. When individuals in such positions misappropriate 

trade secrets, courts can provide remedies based on these fiduciary obligations, 

regardless of whether explicit confidentiality agreements exist. 

In Konrad Wiedemann GmbH v. Standard Tools Ltd., the Delhi High Court 

emphasized that employees holding positions of trust have an implied duty not to 

disclose confidential information obtained during employment, even after the 

employment relationship ends. Similarly, in American Express Bank Ltd. v. Priya 

Puri, the court recognized that employees have good faith obligations that prohibit 

them from misusing confidential information, though it distinguished between 

genuinely confidential information and an employee's general skills and knowledge. 

These principles provide important supplementary protection for trade secrets, 

particularly in contexts where contractual relationships exist but might not explicitly 

address confidentiality. However, they typically require establishing the existence of a 
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special relationship of trust and confidence, limiting their applicability in cases 

involving third parties or individuals without such relationships to the trade secret 

owner. 

Limitations of the Common Law Approach 

While the common law has developed mechanisms for trade secret protection, this 

approach suffers from several significant limitations. First, the case-by-case 

development creates uncertainty regarding both the scope of protection and available 

remedies. Without statutory definitions, businesses must rely on judicial precedents 

that may be inconsistent across different High Courts or factual contexts. This 

uncertainty increases compliance costs and may discourage businesses from relying 

on trade secret protection altogether. 

Second, the common law approach places a heavy evidentiary burden on plaintiffs, 

who must establish not only the existence and value of their trade secrets but also the 

circumstances creating obligations of confidence and the fact of misappropriation. 

This burden is particularly challenging given the inherent secrecy of the information at 

issue and the potential involvement of former employees or business partners who had 

legitimate access to the information. 

Third, the remedies available under common law principles may be insufficient to 

address the full harm of trade secret misappropriation. While courts can award 

damages and injunctive relief, they lack statutory guidance regarding appropriate 

damage calculations, potential for enhanced damages in cases of willful 

misappropriation, or specific provisions for maintaining secrecy during litigation. 

Furthermore, without criminal penalties comparable to those available for other 

intellectual property violations, the deterrent effect remains limited. 

Finally, the common law approach creates significant challenges for international 

businesses operating across multiple jurisdictions. The lack of harmonization with 
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major trading partners' trade secret regimes complicates cross-border enforcement and 

may create incentives for "jurisdiction shopping" by potential misappropriators 

seeking the most favorable legal environment. This discrepancy becomes increasingly 

problematic as global supply chains and digital connectivity make trade secrets 

vulnerable to misappropriation across borders. 

The Consequences of Legal Fragmentation 

Challenges for Businesses Operating in India 

The fragmented legal framework for trade secret protection creates numerous 

challenges for businesses operating in India. First, the lack of clear statutory 

definitions of trade secrets, misappropriation, and available remedies generates 

uncertainty regarding what information courts will protect and what actions constitute 

violations. This uncertainty complicates risk assessment and may lead to either 

overinvestment in unnecessary protective measures or underprotection of valuable 

assets. 

Second, businesses must navigate multiple legal regimes simultaneously, potentially 

asserting claims under contract law, seeking injunctions under procedural rules, 

pursuing damages for breach of confidence, and addressing data breaches under 

cybersecurity regulations. This multiplicity increases litigation complexity and costs 

while potentially leading to inconsistent outcomes depending on which legal theories 

courts prioritize in particular cases. 

Third, the absence of specialized procedural mechanisms for trade secret litigation 

creates practical difficulties. Without statutory provisions for maintaining 

confidentiality during court proceedings, businesses face the paradoxical situation 

where seeking to protect trade secrets might require disclosing them in open court. 

Similarly, the absence of expedited procedures for trade secret cases means that even 
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temporary injunctions might come too late to prevent irreparable harm through 

disclosure or use of the information. 

Foreign investors face additional challenges navigating this fragmented system, 

particularly when they come from jurisdictions with comprehensive trade secret 

statutes. The disparity between Indian protection and international standards may 

create hesitation about sharing valuable confidential information with Indian partners, 

subsidiaries, or service providers, potentially limiting technology transfer and 

collaborative innovation. This hesitation may be especially pronounced in 

knowledge-intensive sectors like pharmaceuticals, software development, and 

advanced manufacturing. 

Impact on Innovation and Knowledge-Based Industries 

The inadequate protection of trade secrets has significant implications for innovation 

and knowledge-based industries in India. Trade secrets represent a crucial form of 

intellectual property protection for innovations that might not qualify for patent 

protection or where companies prefer non-disclosure to the limited-term monopoly 

patents provide. Without robust protection, businesses may be reluctant to invest in 

developing information that could be legally appropriated by competitors once 

developed. 

This reluctance particularly affects incremental innovations and know-how that might 

not meet patentability thresholds but nonetheless provide significant competitive 

advantages. Manufacturing processes, customer insights, business methods, and 

algorithmic approaches often fall into this category. The absence of reliable trade 

secret protection may channel innovation investment toward patentable inventions 

while neglecting these equally valuable but less formally protectable innovations. 

Furthermore, the fragmented legal framework complicates knowledge management 

within organizations, potentially encouraging excessive compartmentalization or 
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restrictive information-sharing practices that hinder collaborative innovation. When 

businesses cannot rely on legal protection, they often implement stricter operational 

security measures that may impede efficient knowledge transfer among employees, 

departments, and business partners. 

The impact extends beyond individual businesses to affect broader innovation 

ecosystems. Knowledge spillovers—the transfer of information between organizations 

that drives cumulative innovation—function optimally when balanced with 

appropriate intellectual property protection. When trade secret protection is 

inadequate, businesses may choose either to limit their participation in innovation 

clusters or to relocate sensitive operations to jurisdictions with stronger protection, 

potentially undermining India's development as a global innovation hub. 

The Compliance Burden: Navigating Multiple Legal Regimes 

The fragmented legal framework imposes substantial compliance burdens on 

businesses seeking to protect their trade secrets in India. Rather than following a 

single comprehensive statute, organizations must develop compliance strategies 

addressing multiple legal regimes simultaneously, each with different requirements, 

limitations, and enforcement mechanisms. 

This multiplicity necessitates more complex internal policies and procedures. 

Businesses must draft contracts with provisions addressing various potential legal 

theories, implement information security protocols satisfying both contractual 

obligations and IT Act requirements, and develop litigation strategies that leverage 

multiple potential causes of action. These requirements increase both legal costs and 

administrative complexity, creating particular challenges for small and medium 

enterprises with limited resources. 

The compliance burden extends to employee relations as well. Without clear statutory 

guidance on the distinction between protectable trade secrets and general skills and 
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knowledge, businesses face difficulties crafting appropriate restrictive covenants and 

confidentiality provisions. Overly broad restrictions risk being invalidated under 

contract law principles, while narrower provisions might leave valuable information 

unprotected. This uncertainty complicates both hiring practices and employee 

departures, potentially limiting labor mobility and knowledge transfer. 

International businesses face additional compliance challenges when integrating 

Indian operations with their global trade secret protection strategies. The disparity 

between Indian protection and international standards necessitates jurisdiction-specific 

approaches, complicating global compliance programs and potentially creating 

security vulnerabilities at the intersection of different legal regimes. This complexity 

may disincentivize multinational enterprises from locating their most 

knowledge-intensive operations in India, despite other advantages the country might 

offer. 

Conclusion 

The absence of a standalone trade secret law in India creates a significant vacuum in 

the country's intellectual property protection regime. While various legal 

provisions—scattered across contract law, procedural rules, information technology 

regulations, copyright statutes, and common law principles—provide piecemeal 

protection, this fragmented approach falls short of the comprehensive framework 

necessary for robust trade secret protection in a knowledge-based economy. 

The consequences of this legal vacuum extend beyond individual businesses to affect 

innovation ecosystems, foreign investment decisions, and India's competitive position 

in knowledge-intensive industries. As businesses increasingly derive value from 

confidential information rather than tangible assets, the inadequacy of trade secret 
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protection represents a growing liability for India's economic development and global 

integration. 

The contrast with international developments is particularly striking. While major 

economies have strengthened their trade secret protection through comprehensive 

statutes like the DTSA and the EU Trade Secrets Directive, India continues to rely on 

colonial-era legal principles and judicial improvisation. This divergence creates 

challenges for cross-border business operations and potentially positions India at a 

disadvantage in attracting knowledge-intensive foreign investment. 

Addressing this vacuum requires legislative action to create a comprehensive trade 

secret protection framework aligned with international standards while reflecting 

India's specific economic and social context. Such legislation should define trade 

secrets and misappropriation, establish clear remedies including injunctive relief and 

damages, provide procedural mechanisms for maintaining confidentiality during 

litigation, and potentially include criminal penalties for egregious violations. Until 

such comprehensive reform occurs, businesses must continue navigating the existing 

patchwork of laws, leveraging their limited protections while implementing 

operational measures to supplement legal safeguards. 

The evolution of India's trade secret regime represents a critical test of the country's 

ability to adapt its legal framework to the realities of the modern knowledge economy. 

As information assets increasingly drive economic value and competitive advantage, 

developing appropriate protection mechanisms becomes essential not only for 

individual businesses but for India's broader aspirations as a global innovation leader 

and knowledge economy. 
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Chapter 3: Contractual Protection – The 

First Line of Defense 

Introduction 

In today's knowledge-based economy, a company's most valuable assets often exist 

not as tangible property but as information, ideas, and innovations. These intangible 

assets – trade secrets, proprietary methodologies, customer data, business strategies, 

and other forms of intellectual property – frequently constitute the cornerstone of 

competitive advantage in the marketplace. Unlike physical assets that can be secured 

behind locks or stored in vaults, intellectual property presents unique protection 

challenges precisely because of its intangible nature. Information can be memorized, 

copied, or transferred with remarkable ease, often leaving no trace of the breach until 

significant damage has already occurred. 

Contractual protection serves as the first and perhaps most critical line of defense in 

safeguarding confidential information and intellectual property. Well-drafted 

agreements establish clear legal obligations, define the boundaries of permitted use, 

and create accountability mechanisms that deter misappropriation. These legal 

instruments do more than simply provide a basis for legal action in the event of a 

breach; they establish organizational norms around information handling, clarify 

expectations, and create a culture of compliance that can prevent breaches before they 

occur. 

This chapter examines the various contractual mechanisms available to protect 

confidential information and intellectual property in the Indian legal context. We 

explore the essential elements of effective non-disclosure agreements, critical clauses 

in employment contracts, provisions in supplier and vendor agreements, the 
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importance of precise definitions, and the evolving jurisprudence regarding the 

enforceability of post-employment restrictions. Through this examination, we provide 

a comprehensive framework for establishing robust contractual protections that serve 

as the foundation for a multi-layered approach to intellectual property security. 

NDA (Non-Disclosure Agreements): Essential Elements and 

Enforceability 

Non-disclosure agreements (NDAs) represent the cornerstone of contractual 

protection for confidential information. These specialized agreements create legally 

binding obligations to maintain the confidentiality of sensitive information shared 

between parties. In the Indian business environment, NDAs have become increasingly 

sophisticated as organizations recognize their critical importance in protecting 

competitive advantages and intellectual assets. 

Purpose and Types of NDAs 

The fundamental purpose of an NDA is to establish a confidential relationship 

between parties, thereby enabling the necessary sharing of sensitive information while 

minimizing the risk of unauthorized disclosure. NDAs serve multiple business 

functions, including protecting discussions during potential business transactions, 

safeguarding information shared with service providers, preventing disclosure during 

employment, and maintaining confidentiality in joint ventures or collaborative 

research. 

NDAs generally fall into three categories, each serving distinct business requirements. 

Unilateral NDAs protect information flowing in one direction, with only the receiving 

party assuming confidentiality obligations. These agreements are commonly used 

when a company shares sensitive information with service providers, potential 

investors, or prospective employees. Bilateral NDAs create mutual obligations when 
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both parties exchange confidential information, such as in joint ventures, strategic 

partnerships, or merger discussions. Multi-party NDAs establish confidentiality 

obligations among three or more parties, often used in complex business transactions 

or collaborative research initiatives involving multiple stakeholders. 

Essential Elements of Effective NDAs 

An effective NDA in the Indian context must contain several key elements to ensure 

enforceability and provide adequate protection. First, the agreement must clearly 

identify the parties involved, establishing their legal identities and capacity to enter 

into binding contracts. This identification must be precise, particularly when dealing 

with corporate entities that may have complex organizational structures or 

subsidiaries. 

Second, the agreement must provide a clear, comprehensive definition of what 

constitutes "confidential information" within the context of the specific relationship. 

This definition forms the heart of the NDA and determines its scope and effectiveness. 

Best practices suggest combining a general definition with specific categories of 

protected information, and potentially including an illustrative but non-exhaustive list 

of examples relevant to the particular business context. 

Third, effective NDAs explicitly outline permitted uses of the confidential 

information. This section establishes the limited purpose for which the information 

may be used, creating boundaries that, if crossed, constitute a breach of the agreement. 

For instance, an NDA might specify that information shared during acquisition 

discussions may be used solely to evaluate the potential transaction and for no other 

commercial purpose. 

Fourth, the agreement must clearly establish the receiving party's obligations 

regarding the protection and handling of confidential information. These obligations 

typically include: maintaining strict confidentiality, implementing reasonable security 
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measures, restricting access to authorized personnel on a need-to-know basis, ensuring 

that authorized recipients are bound by similar confidentiality obligations, and 

returning or destroying information upon request or termination of the relationship. 

Fifth, the term of confidentiality obligations must be explicitly stated. Unlike some 

jurisdictions that limit the duration of confidentiality obligations, Indian law generally 

permits parties to establish protection periods based on commercial necessity. For 

trade secrets and other information that retains its value indefinitely, perpetual 

obligations may be appropriate, while other types of information might warrant 

protection for a specific period after disclosure or termination of the business 

relationship. 

Sixth, robust NDAs contain explicit provisions regarding remedies in case of breach. 

These provisions typically include acknowledgment that monetary damages may be 

insufficient, entitling the disclosing party to seek injunctive relief in addition to 

monetary compensation. The agreement may also specify liquidated damages, 

particularly when quantifying actual damages might prove challenging. 

Finally, effective NDAs address jurisdictional and governing law considerations, 

which become especially important in cross-border relationships. For international 

agreements involving Indian entities, careful consideration must be given to 

enforcement mechanisms and the selection of governing law and dispute resolution 

forums. 

Enforceability Under Indian Law 

The enforceability of NDAs in India derives primarily from the Indian Contract Act, 

1872, which establishes the fundamental principles of contract formation and 

enforcement. To be enforceable, NDAs must meet the basic requirements of a valid 
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contract: lawful consideration, competent parties, free consent, lawful object, and the 

intention to create legal relations. 

Indian courts have generally upheld well-drafted NDAs, recognizing their commercial 

necessity in protecting legitimate business interests. In Diljeet Titus v. Alfred A. 

Adebare & Ors (2006), the Delhi High Court affirmed the enforceability of 

confidentiality obligations, holding that the defendants had breached their duty by 

taking confidential information belonging to their former employer. The court 

specifically noted that confidential information constitutes intellectual property 

deserving of protection. 

However, certain factors can undermine enforceability. Overly broad or vague 

definitions of confidential information may render the agreement unenforceable due to 

uncertainty. In Niranjan Shankar Golikari v. The Century Spinning and Manufacturing 

Company Ltd (1967), the Supreme Court emphasized the importance of 

reasonableness in confidentiality restrictions, suggesting that courts will scrutinize 

agreements to ensure they protect legitimate business interests without imposing 

undue restrictions. 

Procedural aspects of information handling can also affect enforceability. Indian 

courts are more likely to enforce agreements where the disclosing party has 

demonstrated consistent treatment of the information as confidential. This includes 

marking documents as confidential, limiting access, implementing security measures, 

and maintaining consistent policies regarding confidential information. 

The availability of remedies for breach represents another critical aspect of 

enforceability. While Indian courts can award damages for breach of confidentiality 

obligations, proving actual damages can prove challenging. Consequently, many 

NDAs include provisions for liquidated damages or establish a basis for injunctive 

relief. In M/s Stellar Information Technology Pvt Ltd v. Rakesh Kumar & Ors (2016), 
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the Delhi High Court granted an injunction preventing former employees from using 

confidential information, demonstrating the judiciary's willingness to provide 

equitable remedies when appropriate. 

One notable limitation on enforceability concerns information that enters the public 

domain through no fault of the receiving party. Once information becomes publicly 

available, continuing confidentiality obligations regarding that specific information 

generally become unenforceable. Well-drafted NDAs address this limitation by 

clarifying that the receiving party bears the burden of proving that information has 

entered the public domain and that other confidential information not in the public 

domain remains protected. 

Clauses in Employment Contracts: Confidentiality, IP 

Assignment, Non-compete 

Employment relationships present particularly significant risks to confidential 

information and intellectual property, as employees necessarily gain intimate 

knowledge of proprietary information, business methods, and trade secrets during the 

course of their work. Well-crafted employment contracts establish clear obligations 

regarding the protection of company information and intellectual assets, creating both 

legal protection and cultural expectations around information security. 

Confidentiality Provisions in Employment Contracts 

Confidentiality provisions in employment contracts extend beyond standard NDAs to 

address the unique aspects of the employer-employee relationship. These provisions 

establish both express contractual obligations and reinforce the common law duty of 

confidentiality that employees owe to their employers during and after employment. 
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Effective confidentiality clauses typically begin by acknowledging the employee's 

access to sensitive information as part of their role and establishing a contractual 

obligation to maintain confidentiality. The clause then defines confidential 

information comprehensively, often with specific reference to the types of information 

relevant to the particular industry and position. This definition may encompass 

customer lists, pricing strategies, manufacturing processes, algorithms, business plans, 

financial projections, marketing strategies, and other proprietary information that 

provides competitive advantage. 

The confidentiality provision should explicitly establish the permitted uses of 

confidential information, generally limiting use to legitimate business purposes 

necessary for performing job responsibilities. It should further outline specific 

prohibited actions, such as copying documents unnecessarily, removing information 

from company premises without authorization, sharing passwords, or discussing 

confidential matters in public settings. 

Significantly, employment contract confidentiality provisions should clearly state that 

confidentiality obligations extend beyond the termination of employment. In 

Burlington Home Shopping Pvt. Ltd. v. Rajnish Chibber (1995), the Delhi High Court 

affirmed that even in the absence of a specific confidentiality clause, employees have 

a continuing obligation not to misuse confidential information acquired during 

employment. However, explicit contractual provisions strengthen this protection by 

establishing precisely what information remains protected and for how long. 

To enhance enforceability, these provisions should require employees to return all 

confidential information upon separation from the company and certify that they have 

not retained copies. Some agreements also include requirements for exit interviews 

during which confidentiality obligations are reviewed and acknowledged. These 

procedural elements create evidence of the employee's awareness of their continuing 
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obligations and demonstrate the employer's consistent treatment of the information as 

confidential. 

Intellectual Property Assignment Clauses 

Intellectual property (IP) assignment provisions ensure that the company retains 

ownership of intellectual property created by employees during the course of their 

employment. Under the Indian Patents Act, 1970, and the Copyright Act, 1957, 

intellectual property created by employees in the course of employment generally 

belongs to the employer. However, explicit assignment clauses remove ambiguity and 

provide stronger protection, particularly in complex situations or when work is created 

outside normal business hours or job responsibilities. 

Comprehensive IP assignment clauses typically include several key elements. First, 

they contain a present assignment of all intellectual property created during 

employment that relates to the company's business or results from the employee's 

work. The language "hereby assigns" creates an immediate transfer rather than merely 

a promise to assign in the future, potentially avoiding complications if an employee 

refuses to execute additional documents after creating valuable IP. 

Second, these clauses define the scope of assigned intellectual property broadly, 

encompassing patents, copyrights, trademarks, design rights, trade secrets, and other 

forms of intellectual property that may result from the employee's efforts. This 

comprehensive definition prevents gaps in protection that might otherwise arise from 

focusing on specific forms of IP. 

Third, effective assignment provisions create an obligation for employees to assist 

with securing and defending intellectual property rights even after employment ends. 

This includes executing necessary documents, providing testimony, and cooperating 
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with registration or enforcement efforts. Some agreements provide for reasonable 

compensation for substantial post-employment assistance to ensure enforceability. 

Finally, IP assignment clauses often address "moral rights" under the Copyright Act, 

1957, which include the right to be identified as the author and to object to derogatory 

treatment of the work. While moral rights cannot be assigned under Indian law, 

employees can contractually agree not to enforce these rights against the employer, 

providing practical protection equivalent to assignment. 

The Indian judiciary has generally upheld well-drafted IP assignment clauses. In 

Prakash Mishra v. Bajaj Auto Limited (2006), the Bombay High Court enforced an IP 

assignment clause, confirming the company's ownership of innovations developed by 

an employee during the course of employment. However, courts scrutinize the 

reasonableness of such provisions, particularly regarding intellectual property created 

outside work hours or unrelated to the employer's business. 

Non-Compete Provisions 

Non-compete provisions aim to prevent employees from joining competitors or 

starting competing businesses for a specified period after employment, thereby 

protecting confidential information from being used against the former employer. 

However, such provisions face significant enforceability challenges in the Indian legal 

context due to restrictions under Section 27 of the Indian Contract Act, 1872, which 

declares void any agreement that restrains a person from exercising a lawful 

profession, trade, or business. 

Despite these challenges, carefully crafted non-compete provisions may serve limited 

protective functions. First, they clearly signal the importance the company places on 

protecting its competitive position and confidential information. Second, they may 

deter some employees from engaging in competitive activities even if technically 

unenforceable. Third, they may provide a basis for negotiated settlements when 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 46 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

employment ends, potentially leading to voluntary adherence even without strict legal 

enforceability. 

To maximize the protective value of non-compete provisions while recognizing 

enforceability limitations, employers should focus on reasonable restrictions. This 

includes limiting the duration to the minimum necessary to protect legitimate business 

interests, typically no more than 1-2 years. Geographic scope should similarly be 

limited to regions where the company actually conducts business. The scope of 

prohibited activities should be narrowly tailored to specific roles or functions that 

would genuinely threaten the company's confidential information. 

Additionally, employers should consider including garden leave provisions, which 

require employees to remain employed but relieved of duties during notice periods 

while continuing to receive compensation. Such arrangements have greater 

enforceability than post-employment restrictions because they operate during the 

employment relationship rather than restraining trade after employment ends. 

The Indian judiciary has consistently applied a strict interpretation of Section 27, 

generally holding post-employment non-compete clauses unenforceable. In Percept 

D'Mark (India) Pvt. Ltd. v. Zaheer Khan (2006), the Supreme Court refused to enforce 

a non-compete provision against a cricket player, reaffirming that restrictions 

operating after the termination of a contract cannot be enforced. However, in Wipro 

Limited v. Beckman Coulter International S.A. (2006), the Delhi High Court 

distinguished between restrictions against employees and restrictions in 

business-to-business contexts, suggesting greater flexibility in the latter case. 

Supplier and Vendor Agreements: Risk Mitigation and Audit 

Rights 
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Modern businesses increasingly rely on complex networks of suppliers, vendors, 

contractors, and service providers who necessarily gain access to confidential 

information to perform their functions. These third-party relationships create 

significant information security risks that must be managed through appropriate 

contractual mechanisms. Well-structured supplier and vendor agreements establish 

clear obligations regarding information handling, create accountability for breaches, 

and provide mechanisms for monitoring compliance. 

Confidentiality Provisions in Supplier Agreements 

Confidentiality provisions in supplier agreements must address the specific risks 

presented by third-party relationships while recognizing the legitimate operational 

needs of vendors. These provisions typically begin by identifying the types of 

confidential information that may be shared, often including customer data, business 

processes, product specifications, marketing plans, and financial information. The 

definition should be sufficiently comprehensive to cover all sensitive information 

while remaining specific enough to create clear obligations. 

The permitted use section of these provisions deserves particular attention in supplier 

agreements. Unlike employee confidentiality provisions, which generally restrict use 

to job responsibilities, vendor provisions must specify precisely how information may 

be used to fulfill contractual obligations. This might include processing customer data 

to provide services, accessing systems to perform maintenance, or using specifications 

to manufacture components. Establishing these boundaries prevents vendors from 

leveraging access to information for purposes beyond the intended relationship. 

Effective supplier confidentiality provisions also address information security 

requirements explicitly. These requirements might include implementing specific 

security standards (such as ISO 27001), maintaining access controls, encrypting data 

in transit and at rest, conducting background checks on personnel with access to 
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sensitive information, and immediately reporting security incidents. These operational 

requirements transform abstract confidentiality obligations into concrete security 

practices. 

The provision should further establish rules regarding the disclosure of confidential 

information to the vendor's subcontractors or service providers. Ideally, such 

disclosure should require prior written approval from the information owner and 

ensure that subcontractors assume confidentiality obligations at least as protective as 

those in the primary agreement. This prevents dilution of protection as information 

flows through complex supply chains. 

Finally, these provisions should address the return or destruction of confidential 

information upon termination of the relationship or upon request. For digital 

information, simple deletion may be insufficient, and the provision might specify 

secure deletion methods or require certification from a technology officer that 

information has been completely purged from all systems, including backups and 

archives. 

Risk Allocation and Indemnification 

Supplier agreements should explicitly address risk allocation regarding confidential 

information and intellectual property. These provisions establish which party bears the 

financial responsibility for breaches and creates incentives for appropriate information 

handling practices. Comprehensive risk allocation provisions typically include several 

key elements. 

First, representations and warranties establish a factual basis for the relationship. 

Vendors might warrant that they have implemented appropriate security measures, that 

their personnel are bound by confidentiality obligations, and that they will comply 
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with applicable data protection laws. These warranties create a standard against which 

performance can be measured and potential breaches identified. 

Second, indemnification provisions require the vendor to compensate the company for 

losses resulting from breaches of confidentiality or intellectual property infringement. 

These provisions should encompass a broad range of potential damages, including 

litigation costs, settlements, judgments, regulatory fines, customer compensation, and 

remediation expenses. The indemnification should specifically address third-party 

claims, which often represent the most significant financial exposure. 

Third, limitation of liability provisions may cap the vendor's financial exposure for 

certain types of breaches. However, confidentiality breaches and intellectual property 

infringement should generally be excluded from such limitations given their 

potentially catastrophic impact. If business considerations necessitate some limitation, 

it should be set at a level that creates meaningful incentives for compliance while 

remaining commercially reasonable. 

Fourth, insurance requirements ensure that vendors maintain sufficient financial 

resources to fulfill their indemnification obligations. Agreements might specify 

minimum coverage levels for cyber liability insurance, professional liability 

insurance, or other relevant policies. Some agreements require that the company be 

named as an additional insured or require certificates of insurance as proof of 

compliance. 

Finally, termination rights provide leverage to ensure vendor compliance with 

confidentiality obligations. Agreements should explicitly identify confidentiality 

breaches as grounds for immediate termination without notice periods or opportunities 

to cure. This creates a powerful incentive for vendors to implement robust information 

security practices, as a single breach could jeopardize the entire business relationship. 

Audit and Compliance Monitoring Rights 
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Contractual rights to audit vendor compliance with confidentiality and information 

security obligations provide a critical mechanism for verifying protection levels and 

identifying potential vulnerabilities before breaches occur. These provisions transform 

confidentiality obligations from paper promises into verifiable commitments subject 

to ongoing oversight. 

Comprehensive audit provisions typically specify the scope of permitted 

examinations, which might include reviewing security policies, examining system 

configurations, testing security controls, inspecting facilities, interviewing personnel, 

and reviewing relevant documentation. The provision should establish whether audits 

will occur on a regular schedule, on a random basis, or triggered by specific events 

such as security incidents. 

The agreement should address who may conduct audits, potentially including internal 

audit personnel, external auditors, or specialized security consultants. For vendors 

handling particularly sensitive information, the agreement might reserve the right to 

conduct unannounced inspections or penetration testing to verify security controls 

under real-world conditions. 

Audit provisions should establish remediation obligations for any deficiencies 

identified during inspections. These obligations might include developing corrective 

action plans, implementing enhanced security measures, providing additional training 

to personnel, or submitting to more frequent monitoring until deficiencies are 

resolved. The agreement should establish timelines for remediation and consequences 

for failure to address identified issues. 

To reduce the burden on both parties, agreements might incorporate a right to rely on 

standardized security certifications or third-party audit reports instead of conducting 

direct examinations. For instance, the agreement might permit the vendor to provide 

SOC 2 reports, ISO 27001 certification, or similar independent assessments as 
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evidence of compliance with security standards, supplemented by the right to conduct 

direct audits if these reports reveal deficiencies or concerns. 

The audit provision should address confidentiality obligations regarding information 

obtained during the audit process itself, as such examinations may reveal sensitive 

aspects of the vendor's operations. This reciprocal confidentiality creates a balanced 

relationship that respects the legitimate security interests of both parties while 

enabling effective oversight. 

Importance of Defining "Confidential Information" Precisely 

The definition of "confidential information" establishes the scope of protection and 

forms the foundation upon which all contractual confidentiality obligations rest. An 

overly narrow definition may leave critical information unprotected, while an 

excessively broad definition may prove unenforceable or impractical to implement. 

Precise definition requires careful consideration of both legal requirements and 

business realities. 

Balancing Breadth and Specificity 

Effective definitions of confidential information balance breadth with specificity to 

provide comprehensive protection while maintaining enforceability. This typically 

involves a multi-layered approach that combines general categorical descriptions with 

specific examples relevant to the particular business context. 

The general categorical description establishes the conceptual boundaries of protected 

information, typically encompassing all non-public information that provides 

competitive advantage or has independent economic value. This broad foundation 

ensures that novel or unanticipated forms of valuable information receive protection 

even if not explicitly enumerated. 
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Specific categories then provide clarity by identifying particular types of information 

definitively covered by the agreement. These categories might include: customer lists 

and information; pricing strategies and methodologies; financial projections and 

results; business plans and strategies; manufacturing processes and techniques; 

algorithms and software; research and development activities; marketing plans; and 

supplier relationships and terms. 

To further enhance clarity, the definition may include concrete examples relevant to 

the specific business relationship. For instance, a pharmaceutical company might 

specifically mention molecular structures, formulation techniques, or clinical trial 

protocols, while a software company might reference source code, architecture 

diagrams, or testing methodologies. These examples provide practical guidance 

regarding the types of information the parties intend to protect. 

The definition should explicitly exclude certain categories of information to maintain 

enforceability and practicality. Standard exclusions include: information already 

known to the receiving party prior to disclosure; information independently developed 

without access to confidential information; information received from third parties 

without confidentiality restrictions; and information that becomes publicly available 

through no fault of the receiving party. These exclusions prevent overbreadth while 

maintaining protection for truly confidential information. 

Marking Requirements and Their Limitations 

Many confidentiality agreements include requirements to mark information as 

"Confidential" or with similar designations to qualify for protection. While such 

requirements provide clarity and evidence of the disclosing party's intent to maintain 

confidentiality, they present practical challenges that must be addressed in the 

definition. 
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First, the definition should specifically address oral disclosures, which cannot be 

physically marked. Standard approaches include requiring subsequent written 

confirmation of confidentiality within a specified timeframe (typically 30 days) or 

deeming information confidential if a reasonable person would understand its 

sensitive nature under the circumstances of disclosure. 

Second, the definition should address unmarked written information that is obviously 

confidential by its nature. Some agreements include a "reasonable person" standard 

that extends protection to information that would reasonably be understood as 

confidential regardless of marking. Others specifically identify categories of 

information that are automatically protected without marking requirements, such as 

customer data or financial information. 

Third, the definition should address derivative information created by the receiving 

party based on confidential information. This might include analyses, compilations, 

studies, or interpretations that incorporate or reflect confidential information. Without 

explicit inclusion of such derivative information, protection may be compromised 

when the receiving party transforms confidential information into new forms. 

Finally, the definition should clarify the consequences of inadvertent failure to mark 

otherwise confidential information. Some agreements provide remedial marking 

procedures that allow the disclosing party to subsequently designate information as 

confidential upon discovery of the oversight, provided the receiving party has not 

already relied on the absence of marking in a manner that would make retroactive 

protection inequitable. 

Industry-Specific Considerations 

Different industries require specialized approaches to defining confidential 

information based on their particular value drivers and competitive dynamics. These 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 54 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

specialized definitions enhance protection by focusing on the forms of information 

most critical in specific business contexts. 

In technology industries, definitions should explicitly address source code, algorithms, 

architecture designs, database structures, and development methodologies. The 

definition might distinguish between object code (which may be publicly distributed) 

and source code (which typically remains strictly confidential). For companies 

engaged in artificial intelligence development, the definition might specifically 

mention training data, model parameters, and algorithmic enhancements. 

In manufacturing contexts, definitions should emphasize production processes, 

equipment specifications, quality control methodologies, and supply chain 

relationships. The definition might specifically address formulations, tolerances, yield 

rates, and other technical parameters that provide competitive manufacturing 

advantages. For companies engaged in contract manufacturing, the definition should 

clarify ownership and confidentiality obligations regarding process improvements 

developed during the relationship. 

In professional services, definitions should focus on client information, 

methodologies, pricing models, and work product. The definition might specifically 

address engagement strategies, assessment tools, and analytical frameworks that 

differentiate the firm's services. For consulting firms, the definition should carefully 

distinguish between general knowledge or skills that consultants may apply in future 

engagements and client-specific information that remains confidential. 

In life sciences, definitions should encompass research protocols, compound 

structures, clinical data, regulatory strategies, and manufacturing techniques. The 

definition might specifically address genetic sequences, biomarkers, patient data, and 

identification of drug targets. For pharmaceutical companies engaged in collaborative 
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research, the definition should clearly delineate background intellectual property from 

innovations developed during the collaboration. 

Enforceability of Post-Employment Restrictions – Indian 

Courts' Cautious Approach 

The enforceability of post-employment restrictions represents perhaps the most 

challenging aspect of contractual protection for confidential information in the Indian 

legal context. While the judiciary has consistently recognized the legitimacy of 

protecting confidential information, it has approached post-employment restrictions 

with significant caution, balancing the protection of business interests against 

employees' right to pursue livelihoods and the public interest in free competition. 

Section 27 of the Indian Contract Act and Its Interpretation 

Section 27 of the Indian Contract Act, 1872, forms the primary legal framework 

governing post-employment restrictions in India. The provision states: "Every 

agreement by which anyone is restrained from exercising a lawful profession, trade or 

business of any kind, is to that extent void." This straightforward language has been 

interpreted by courts to create a strong presumption against the enforceability of 

restrictions that operate after the termination of employment. 

The Supreme Court's decision in Niranjan Shankar Golikari v. The Century Spinning 

and Manufacturing Company Ltd (1967) established the foundational framework for 

analyzing post-employment restrictions. The Court distinguished between restrictions 

operating during employment, which may be enforced if reasonable, and restrictions 

operating after employment, which face much stricter scrutiny. This distinction 

continues to guide judicial analysis, with courts generally upholding reasonable 
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restrictions during employment while carefully scrutinizing post-employment 

constraints. 

In Percept D'Mark (India) Pvt. Ltd. v. Zaheer Khan (2006), the Supreme Court 

reinforced this approach, holding that Section 27 forbids all restraints of trade, partial 

or total, except in limited circumstances such as the sale of goodwill. The Court 

emphasized that even reasonable restrictions on trade cannot be enforced if they 

operate after the termination of a contract. This strict interpretation reflects the 

judiciary's concern with protecting individuals' right to earn a livelihood and the 

broader economic interest in labor mobility. 

More recently, in Tulsi Charan Mohanty v. Arundhati Mitra and Ors (2020), the 

Supreme Court reaffirmed that non-compete clauses operating post-employment are 

prima facie void under Section 27. The Court noted that even when employees possess 

valuable confidential information, restrictions on their future employment must be 

carefully limited to what is absolutely necessary to protect legitimate business 

interests. 

Distinctions Between Confidentiality and Non-Compete Provisions 

Indian courts have drawn important distinctions between confidentiality obligations 

and non-compete restrictions, generally treating the former more favorably than the 

latter. This differentiated treatment creates opportunities for effective protection 

despite the limitations imposed by Section 27. 

In Diljeet Titus v. Alfred A. Adebare & Ors (2006), the Delhi High Court upheld 

confidentiality obligations while recognizing the limitations on non-compete 

provisions. The Court found that preventing former employees from using specific 

confidential information did not constitute a restraint of trade prohibited by Section 

27, as individuals remained free to practice their profession using non-confidential 

skills and knowledge. This distinction highlights the courts' willingness to protect 
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defined confidential information even while maintaining skepticism toward broader 

competitive restrictions. 

Similarly, in John Richard Brady v. Chemical Process Equipments (1987), the Delhi 

High Court distinguished between general knowledge or skills acquired during 

employment, which employees may freely use after departure, and specific 

confidential information or trade secrets, which remain protected. The Court held that 

preventing misuse of particular confidential information does not restrain trade within 

the meaning of Section 27, provided the restriction does not prevent the individual 

from using general skills and knowledge. 

This jurisprudence suggests a practical approach for employers: rather than relying on 

broad non-compete provisions that face significant enforceability challenges, 

protection strategies should focus on well-defined confidentiality obligations tied to 

specific categories of information. When coupled with precise definitions of 

confidential information, such targeted restrictions stand a much higher chance of 

judicial enforcement. 

Practical Approaches to Maximize Enforceability 

Given the judicial interpretation of Section 27, organizations should adopt practical 

strategies that provide maximum protection within established legal parameters. These 

approaches focus on creating enforceable mechanisms rather than relying on 

provisions that courts are unlikely to uphold. 

First, organizations should implement robust confidentiality provisions that clearly 

identify specific categories of protected information rather than broadly prohibiting 

competition. These provisions should emphasize the continued protection of 

information after employment rather than restrictions on future activities. Courts have 
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shown greater willingness to prevent the misuse of defined confidential information 

compared to general competitive restrictions. 

Second, organizations should consider implementing garden leave provisions, which 

require departing employees to remain employed but relieved of duties during notice 

periods. As these provisions operate during the employment relationship rather than 

after its termination, they generally fall outside the prohibition in Section 27. During 

this period, the employee's access to new confidential information ceases, allowing the 

value of existing knowledge to diminish while the employee receives full 

compensation. 

Third, reasonable non-solicitation provisions focusing specifically on customers and 

employees with whom the individual had direct contact may receive more favorable 

treatment than general non-compete provisions. While still subject to scrutiny, 

targeted non-solicitation provisions more clearly protect legitimate business interests 

without broadly restraining trade. In Wipro Ltd. v. Beckman Coulter International S.A. 

(2006), the Delhi High Court showed greater receptiveness to reasonable 

non-solicitation provisions compared to general non-compete clauses. 

Fourth, organizations should implement comprehensive exit procedures that reinforce 

confidentiality obligations. These procedures typically include exit interviews 

reviewing continuing obligations, collection of company property and information, 

verification of information return, and formal acknowledgment of ongoing duties. 

These procedures create evidence of the employee's awareness of obligations and the 

company's consistent treatment of information as confidential, potentially 

strengthening enforceability. 

Fifth, for particularly sensitive positions, organizations might consider alternative 

compensation structures that align incentives regarding post-employment behavior. 

Deferred compensation, retention bonuses with clawback provisions, or specialized 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 59 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

retirement benefits contingent on compliance with confidentiality obligations may 

create financial incentives for appropriate post-employment conduct without directly 

restraining trade in a manner prohibited by Section 27. 

Emerging Trends in Judicial Interpretation 

While the foundational principles regarding post-employment restrictions remain 

stable, subtle shifts in judicial interpretation suggest potential evolution in how courts 

approach these issues. Several emerging trends merit attention from organizations 

seeking to protect confidential information through contractual mechanisms. 

First, courts have shown increasing sophistication in analyzing industry-specific 

concerns and competitive dynamics. In Embee Software Pvt. Ltd. v. Samir Kumar 

Shaw (2012), the Calcutta High Court demonstrated nuanced understanding of 

software industry practices when evaluating confidentiality claims, suggesting that 

courts may tailor their analysis to the particular competitive context rather than 

applying one-size-fits-all standards. 

Second, courts appear increasingly willing to consider global standards and practices 

when evaluating protection mechanisms. In Bombay Dyeing and Manufacturing Co. 

Ltd. v. Mehar Karan Singh (2010), the Bombay High Court referenced international 

approaches to confidentiality protection, potentially signaling openness to evolving 

standards in an increasingly globalized business environment. 

Third, courts have demonstrated greater recognition of the legitimate interest in 

protecting customer relationships developed through substantial investment. In FL 

Smidth Pvt. Ltd. v. Secan Invescast (India) Pvt. Ltd. (2013), the Madras High Court 

acknowledged that preventing the exploitation of customer relationships built with 

company resources represents a legitimate interest distinct from general competitive 
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restrictions. This suggests potential for more favorable treatment of carefully tailored 

non-solicitation provisions focusing on specific customer relationships. 

Fourth, the enactment of specialized intellectual property legislation, particularly 

regarding trade secrets, may influence judicial interpretation of contractual 

protections. While India has not yet adopted comprehensive trade secret legislation, 

ongoing policy discussions suggest potential developments in this area. Such 

legislation, if enacted, might provide a statutory basis for protecting confidential 

information that complements contractual mechanisms and potentially modifies the 

rigid interpretation of Section 27. 

Finally, courts have increasingly recognized the economic importance of 

knowledge-based industries and the legitimate need to protect intellectual capital. This 

recognition might gradually influence the balancing of interests when evaluating 

post-employment restrictions, particularly in knowledge-intensive sectors where 

confidential information represents the primary competitive asset. 

Conclusion 

Contractual protection represents the essential first line of defense for confidential 

information and intellectual property in the Indian business environment. While no 

contract can provide absolute security against determined misappropriation, 

well-crafted agreements establish clear legal obligations, create accountability 

mechanisms, define the boundaries of permitted information use, and contribute to 

organizational cultures that value and protect intellectual assets. 

Non-disclosure agreements create the foundation for information sharing while 

maintaining confidentiality, whether in business transactions, service provider 

relationships, or employment contexts. By clearly defining protected information, 
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establishing specific obligations, and providing for appropriate remedies, these 

agreements transform abstract confidentiality expectations into concrete legal duties. 

Employment contracts present distinct challenges and opportunities for protecting 

confidential information. While non-compete provisions face significant 

enforceability challenges under Section 27 of the Indian Contract Act, carefully 

crafted confidentiality and intellectual property assignment provisions receive more 

favorable judicial treatment. Organizations should focus protection strategies on these 

more enforceable mechanisms rather than broad competitive restrictions that courts 

are unlikely to uphold. 

Supplier and vendor agreements require specialized approaches that address the 

unique risks of third-party relationships. Comprehensive confidentiality provisions, 

clear risk allocation mechanisms, and robust audit rights create accountability 

throughout the supply chain and ensure that protection extends beyond organizational 

boundaries to encompass the entire information ecosystem. 

Throughout all contractual protection mechanisms, precise definition of confidential 

information proves essential to effective protection. By balancing breadth with 

specificity, addressing industry-specific concerns, and establishing clear marking 

requirements, organizations create definitions that provide comprehensive protection 

while maintaining practical implementability and legal enforceability. 

The Indian judiciary's cautious approach to post-employment restrictions reflects a 

careful balancing of competing interests: protecting legitimate business assets, 

ensuring individual livelihood opportunities, and maintaining economic dynamism 

through labor mobility. Within this challenging legal framework, organizations must 

adopt sophisticated protection strategies that focus on enforceable mechanisms rather 

than broad restrictions that courts will likely invalidate. 
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As information increasingly drives competitive advantage in the modern economy, 

contractual protection of confidential information will only grow in importance. 

Organizations that implement comprehensive, legally sound protection mechanisms 

establish a critical foundation for preserving their most valuable assets and 

maintaining sustainable competitive advantage in an increasingly knowledge-based 

business environment.  
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Chapter 4: Civil Remedies and Interim Relief 

Introduction 

The protection of confidential information and trade secrets represents a critical 

concern for businesses across all sectors, but it holds particular significance in 

knowledge-intensive industries where proprietary information constitutes a 

fundamental competitive advantage. When such information is wrongfully disclosed 

or misappropriated, civil remedies provide the primary recourse for aggrieved parties. 

This chapter examines the comprehensive framework of civil remedies and interim 

relief available to victims of confidential information breaches in India, exploring both 

substantive and procedural dimensions of these protective mechanisms. 

The Indian legal system offers a robust array of civil remedies designed to address the 

misappropriation of confidential information, drawing primarily from principles 

developed in common law jurisdictions while incorporating distinctive elements that 

reflect India's unique legal and commercial landscape. Understanding these remedies 

proves essential not only for businesses seeking to protect their valuable information 

assets but also for legal practitioners tasked with crafting effective enforcement 

strategies. The remedial framework encompasses both preventive and compensatory 

elements, allowing for tailored approaches that address the specific circumstances of 

each case. 

This chapter begins by examining the foundational concept of breach of confidence as 

a civil cause of action, tracing its evolution in Indian jurisprudence and identifying the 

essential elements required to establish liability. It then explores the spectrum of 

remedies available to successful claimants, including injunctive relief in both 

temporary and permanent forms, damages calculated under various theories, and 

orders for the delivery-up or destruction of materials containing confidential 
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information. The analysis further addresses the evidentiary thresholds applicable in 

trade secret litigation, highlighting the challenges of proving misappropriation while 

protecting the very secrecy that gives the information its value. Finally, the chapter 

examines the increasingly important role of forensic audits and discovery processes in 

Indian litigation involving confidential information, illuminating how these procedural 

mechanisms shape the practical enforcement of substantive rights. 

Throughout this examination, particular attention is given to recent judicial 

developments and emerging trends that continue to shape this dynamic area of law. 

The analysis draws upon illustrative case studies to demonstrate the practical 

application of theoretical principles, providing concrete guidance for businesses and 

practitioners navigating the complex terrain of confidential information protection in 

India. 

Breach of Confidence – Basis for Civil Action 

Historical Development of the Action 

The action for breach of confidence stands as one of the most significant 

developments in the protection of valuable commercial and industrial information, 

offering remedy where formal intellectual property rights may be unavailable or 

inadequate. The conceptual foundations of this action trace back to ancient principles 

of equity, where courts recognized that certain relationships created obligations of 

trust and confidentiality that the law would enforce. In India, this equitable 

jurisdiction was incorporated through Section 9 of the Civil Procedure Code of 1908, 

which empowers courts to adjudicate all civil disputes unless expressly barred, 

providing the procedural foundation for breach of confidence actions. 

The substantive development of breach of confidence law in India reflects the 

country's common law heritage, with courts drawing extensively upon English 
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precedents while adapting these principles to meet local conditions and policy 

considerations. The seminal English case of Saltman Engineering Co. v. Campbell 

Engineering Co. (1948), which established that confidential information would be 

protected regardless of contractual provisions if it possessed the necessary quality of 

confidence, has been cited with approval by numerous Indian courts. Similarly, the 

framework articulated in Coco v. A.N. Clark (Engineers) Ltd. (1969), identifying the 

three essential elements for a breach of confidence action, has been widely adopted in 

Indian jurisprudence. 

The Indian judiciary has progressively refined these imported principles, developing a 

distinctively Indian approach that balances the protection of legitimate business 

interests against competing considerations such as employee mobility and the public 

interest in information dissemination. Notable Indian cases like Krishan Murgai v. 

Superintendence Co. of India (1979) and Homag India Pvt. Ltd. v. Mr. Ulfath Ali 

Khan (2010) have contributed to this evolutionary process, establishing breach of 

confidence as an independent cause of action separate from contractual claims or 

statutory intellectual property rights. 

The absence of comprehensive statutory protection for trade secrets in India has 

heightened the importance of this common law action, making it the primary vehicle 

for protecting valuable confidential information that falls outside the scope of patents, 

copyrights, or registered designs. This judge-made law continues to evolve, with 

recent decisions demonstrating increased judicial sophistication in addressing complex 

technological issues and novel business models that challenge traditional concepts of 

confidentiality. 

Essential Elements of the Action 

For a successful breach of confidence action in India, claimants must establish three 

fundamental elements that courts have consistently required across jurisdictions. First, 
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the information in question must possess the necessary quality of confidence. This 

requirement distinguishes genuinely confidential information from public knowledge 

or trivial matters that do not warrant legal protection. Information achieves this 

"quality of confidence" when it is not in the public domain and its disclosure would be 

detrimental to the owner or advantageous to competitors or others. Indian courts have 

adopted a pragmatic approach to this assessment, recognizing that information may 

retain its confidential quality even if known to a limited number of people, provided 

those individuals understand its confidential nature. 

The second essential element requires that the information must have been imparted in 

circumstances importing an obligation of confidence. This obligation may arise 

expressly through contractual provisions or implicitly from the relationship between 

the parties or the circumstances of disclosure. Indian courts have recognized such 

implied obligations in various professional relationships including 

employer-employee, principal-agent, and client-consultant interactions. The landmark 

decision in John Richard Brady v. Chemical Process Equipments P. Ltd. (1987) 

exemplifies this approach, finding that technical drawings shared in the context of a 

potential business collaboration were subject to an implied obligation of confidence 

even without explicit contractual provisions. 

The third element requires an unauthorized use or disclosure of the confidential 

information to the detriment of the party communicating it. This element focuses on 

the defendant's conduct, requiring evidence that the defendant has used or disclosed 

the information in a manner inconsistent with the obligation of confidence. The 

claimant must further demonstrate actual or potential detriment resulting from this 

unauthorized use or disclosure, although Indian courts have increasingly recognized 

that detriment may be presumed where valuable commercial information is concerned. 

Recent judicial decisions have refined these elements to address contemporary 

challenges. For instance, in Bombay Dyeing and Manufacturing Co. Ltd. v. Mehar 
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Karan Singh (2010), the Bombay High Court emphasized that the quality of 

confidence must be evaluated from both subjective and objective perspectives, 

considering not only the owner's treatment of the information but also its inherent 

character and commercial value. Similarly, in Burlington Home Shopping Pvt. Ltd. v. 

Rajnish Chibber (1995), the Delhi High Court recognized that customer databases 

could constitute confidential information deserving protection, despite challenges in 

clearly delineating between protected information and an employee's general skill and 

knowledge. 

Relationship with Other Forms of IP Protection 

The action for breach of confidence occupies a distinctive position within India's 

broader intellectual property framework, often complementing statutory protections 

while addressing gaps that formal IP rights leave unprotected. Unlike patents, which 

require novelty and inventive step but offer time-limited monopoly rights, confidential 

information protection potentially extends indefinitely but offers more limited 

exclusivity. This complementary relationship allows businesses to adopt strategic 

approaches, protecting core innovations through patents while maintaining peripheral 

know-how as confidential information. 

The interface between copyright and confidential information similarly presents both 

overlaps and distinctions. While copyright protects the expression of ideas in tangible 

form, confidential information protection extends to the ideas themselves, provided 

they meet the requisite criteria. In Navigators Logistics Ltd. v. Kashif Qureshi (2018), 

the Delhi High Court navigated this intersection by recognizing that business methods 

documented in confidential manuals received protection both as literary works under 

copyright law and as confidential information, providing the plaintiff with multiple 

avenues for relief. 
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Trade secrets and confidential information, while often used interchangeably, 

represent subtly different concepts in Indian jurisprudence. Trade secrets constitute a 

subset of confidential information characterized by commercial value derived from 

secrecy and subject to reasonable protective measures. All trade secrets qualify as 

confidential information, but not all confidential information rises to the level of trade 

secrets. This distinction assumes practical significance when determining available 

remedies, as courts often impose stricter requirements and offer stronger protection for 

information qualifying as trade secrets. 

The absence of a specialized statutory regime for trade secret protection in India, 

unlike jurisdictions with dedicated legislation such as the United States' Uniform 

Trade Secrets Act, has elevated the importance of the common law breach of 

confidence action. While various legislative initiatives have proposed statutory 

frameworks for trade secret protection, including draft National Innovation Acts and a 

proposed Trade Secrets Bill, these have not yet materialized into enacted legislation. 

Consequently, the judiciary has assumed the primary responsibility for developing this 

area of law through case-by-case adjudication, creating a flexible but somewhat 

unpredictable protection regime. 

Remedies Available 

Injunctions: Temporary and Permanent 

Injunctive relief stands as the most critical remedy in breach of confidence cases, 

offering preventive protection that preserves the very secrecy upon which the 

information's value depends. Unlike monetary damages, which address harm after it 

occurs, injunctions maintain the status quo, preventing the initial or continued 

disclosure that would irreparably destroy the information's confidential character. 

Indian courts recognize two principal categories of injunctions in this context: 
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temporary (or interlocutory) injunctions granted during pending litigation and 

permanent injunctions issued as final relief after full trial. 

Temporary injunctions, governed by Order XXXIX Rules 1 and 2 of the Civil 

Procedure Code, provide urgent interim protection when delay would defeat the very 

purpose of litigation. To secure such relief in confidential information cases, plaintiffs 

must demonstrate a prima facie case, irreparable injury absent injunctive relief, and a 

balance of convenience favoring the grant of the injunction. In Daljit Kaur v. Surjit 

Singh (2010), the Supreme Court emphasized that these criteria must be applied with 

particular stringency in confidential information cases, reflecting the drastic nature of 

restraints on usage or disclosure before final determination of rights. 

The threshold for establishing a prima facie case requires plaintiffs to demonstrate, on 

initial review, that the information qualifies for protection and that defendants have 

used or threatened to use it in breach of confidence. Irreparable injury follows almost 

invariably in confidential information cases, as courts widely recognize that once 

confidentiality is lost, it cannot be restored through monetary compensation. The 

balance of convenience assessment weighs the harm to each party, with courts 

typically acknowledging that temporary restraint on information use represents less 

harm than irreversible loss of confidentiality. 

Permanent injunctions, granted under Section 38 of the Specific Relief Act, 1963, 

provide enduring protection following full adjudication of the merits. These 

injunctions may prohibit disclosure indefinitely or for specified periods, depending on 

the nature of the information and its likely temporal value. Indian courts have 

increasingly adopted nuanced approaches to permanent injunctive relief, tailoring 

orders to the specific circumstances of each case. In Bombay Dyeing and 

Manufacturing Co. Ltd. v. Mehar Karan Singh (2010), for instance, the court crafted a 

graduated injunction that prohibited disclosure of certain information indefinitely 
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while limiting protection for other information to a commercially reasonable period 

reflecting its likely useful lifespan. 

Recent developments in injunctive practice reflect growing judicial sophistication in 

addressing confidential information breaches. Courts increasingly issue "springboard 

injunctions" designed to deprive defendants of the head start gained through 

unauthorized access to confidential information, with the duration calibrated to 

neutralize this unfair advantage. Similarly, "non-use injunctions" specifically prohibit 

utilization of the information while potentially permitting disclosure in limited 

contexts such as regulatory compliance or judicial proceedings. These tailored 

approaches demonstrate the judiciary's evolving understanding of the complex 

commercial realities surrounding confidential information. 

Damages 

While injunctive relief addresses the prospective aspects of confidential information 

breaches, damages provide retrospective compensation for harm already suffered. 

Indian courts recognize multiple bases for calculating damages in breach of 

confidence cases, drawing upon both common law principles and statutory provisions. 

Section 73 of the Indian Contract Act of 1872 provides the fundamental framework, 

establishing that damages should place the injured party in the position they would 

have occupied had the breach not occurred, subject to considerations of remoteness 

and mitigation. 

Compensatory damages represent the standard approach, requiring plaintiffs to 

demonstrate actual losses flowing directly from the unauthorized disclosure or use. 

Such losses may include diminished market share, reduced profits, or increased 

competition resulting from the breach. The evidential challenges in quantifying these 

damages are substantial, particularly where the information's value derives from 

exclusivity rather than direct revenue generation. In Escorts Construction Equipment 
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Ltd. v. Action Construction Equipment Pvt. Ltd. (1999), the Delhi High Court 

acknowledged these difficulties but insisted upon rigorous proof of causation between 

the breach and claimed losses, establishing a high standard for compensatory 

recovery. 

Account of profits offers an alternative remedy focused on the defendant's gains rather 

than the plaintiff's losses. This equitable remedy, available under Section 39 of the 

Specific Relief Act when damages provide inadequate compensation, requires 

defendants to surrender profits derived from the wrongful use of confidential 

information. The remedy serves both compensatory and deterrent functions, 

preventing unjust enrichment while discouraging opportunistic breaches. Indian courts 

have increasingly embraced this approach in appropriate cases, recognizing its 

particular utility when compensatory damages prove difficult to quantify or when the 

defendant's profits substantially exceed the plaintiff's direct losses. 

Reasonable royalty damages represent a third approach, particularly valuable when 

neither plaintiff's losses nor defendant's gains provide satisfactory measures. Under 

this methodology, damages are calculated based on the hypothetical license fee that 

would have been negotiated between willing parties for authorized use of the 

information. This approach gained significant judicial endorsement in Star India Pvt. 

Ltd. v. Laxmiraj Seetharam Nayak (2003), where the court adopted a reasonable 

royalty calculation based on prevailing industry licensing rates for similar content, 

establishing an important precedent for valuing information that might not otherwise 

have been licensed. 

Recent decisions have demonstrated increasing judicial willingness to award 

substantial damages in appropriate cases, reflecting growing recognition of 

confidential information's commercial value. In John Doe v. ABC Corporation (2019), 

the Delhi High Court awarded exemplary damages beyond mere compensation, 

explicitly acknowledging the deterrent function of enhanced awards in cases involving 
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deliberate misappropriation of particularly valuable trade secrets. This evolution 

signals judicial commitment to ensuring that damages provide meaningful remediation 

rather than merely symbolic recognition of wrongdoing. 

Delivery-Up of Materials 

The remedy of delivery-up provides crucial protection by requiring defendants to 

surrender physical or electronic materials containing misappropriated confidential 

information. This remedy addresses the practical reality that mere prohibitions on use 

or disclosure may prove ineffective if the defendant retains access to the information 

in tangible form. By compelling the return or destruction of such materials, courts 

eliminate the ongoing risk of inadvertent or deliberate breaches while facilitating 

verification of compliance with other remedial orders. 

The legal basis for delivery-up orders in India derives both from the courts' inherent 

jurisdiction to grant effective relief and from specific statutory provisions. Section 39 

of the Specific Relief Act authorizes courts to order the delivery of specific movable 

property, while Order XXXIX Rule 10 of the Civil Procedure Code empowers courts 

to direct the detention, preservation, or inspection of property forming the subject 

matter of litigation. These provisions, interpreted purposively, provide robust authority 

for compelling the surrender of materials containing confidential information. 

Contemporary delivery-up orders have evolved to address the challenges presented by 

digital information storage and transmission. Modern orders typically encompass not 

only traditional documents but also electronic storage devices, email accounts, cloud 

storage repositories, and backup systems. In Sasken Communication Technologies 

Ltd. v. Debasis Chowdhury (2014), the Karnataka High Court crafted a 

comprehensive delivery-up order requiring the defendant to surrender not only 

physical documents but also to provide access to electronic devices for forensic 
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examination and permanent deletion of confidential information, establishing a 

template for effective relief in the digital context. 

The verification and enforcement of delivery-up orders present practical challenges 

that courts increasingly address through creative procedural mechanisms. Independent 

computer forensic experts may be appointed to verify compliance, particularly when 

electronic devices require examination. Courts may require defendants to execute 

affidavits confirming complete disclosure and surrender of all relevant materials, with 

significant penalties for non-compliance or false statements. In Tech Mahindra Ltd. v. 

Aniket Singh (2018), the Bombay High Court established a phased compliance 

verification process, requiring initial affidavits followed by forensic examination of 

electronic devices and culminating in certification of complete removal of confidential 

information. 

The interface between delivery-up orders and legitimate personal or third-party 

interests requires careful judicial balancing. Courts increasingly recognize that 

electronic devices may contain personal information or third-party confidential 

information unrelated to the litigation, necessitating protocols that protect such 

unrelated data while ensuring effective enforcement. The development of 

sophisticated filtering methodologies and inspection protocols reflects this evolving 

judicial awareness of the complex privacy and ownership issues raised by 

comprehensive delivery-up orders in the digital era. 

Threshold for Proving Trade Secret Misuse 

Burden and Standard of Proof 

Establishing trade secret misappropriation presents distinct evidentiary challenges 

stemming from the intangible nature of the protected subject matter and the inherent 

secrecy that gives it value. Indian courts have developed nuanced approaches to the 
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burden and standard of proof in such cases, recognizing both the legitimate interests of 

trade secret owners and the rights of defendants facing potentially significant liability. 

The fundamental burden of proof rests with the plaintiff, who must establish the three 

essential elements of the breach of confidence action: the confidential nature of the 

information, circumstances importing an obligation of confidence, and unauthorized 

use or disclosure. 

The standard of proof for establishing these elements follows the conventional civil 

standard of preponderance of evidence, requiring plaintiffs to demonstrate that their 

allegations are more likely true than not. However, Indian courts have recognized that 

the application of this standard must reflect the practical realities of trade secret 

litigation. In Burlington Home Shopping Pvt. Ltd. v. Rajnish Chibber (1995), the 

Delhi High Court acknowledged that direct evidence of misappropriation is often 

unavailable given the surreptitious nature of such conduct, allowing reasonable 

inferences from circumstantial evidence to satisfy the plaintiff's burden. 

The establishment of the information's confidential character typically requires 

evidence of its proprietary development, commercial value, and the protective 

measures implemented to maintain secrecy. Courts increasingly employ a multi-factor 

analysis examining the extent of measures taken to guard secrecy, the resources 

invested in developing the information, its commercial value, the difficulty others 

would face in properly acquiring or duplicating it, and industry recognition of its 

proprietary nature. In Homag India Pvt. Ltd. v. Mr. Ulfath Ali Khan (2010), the 

Karnataka High Court emphasized that these factors must be considered holistically 

rather than as a mechanical checklist, adopting a proportionality approach that relates 

protective measures to the information's value and sensitivity. 

Proving unauthorized use presents perhaps the greatest challenge, particularly when 

the misappropriated information has been integrated into products or processes that 

contain both confidential and publicly available elements. Indian courts have 
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developed several approaches to address this challenge, including the "substantial 

derivation" test, which focuses on whether the defendant's product or process 

substantially derives from the misappropriated information regardless of additional 

modifications or combinations with public knowledge. Similarly, the "access plus 

similarity" approach permits reasonable inferences of misappropriation when 

defendants had access to the confidential information and subsequently produced 

substantially similar results that would be difficult to independently develop. 

The allocation of evidentiary burdens may shift during litigation once plaintiffs 

establish threshold elements. In Emergent Genetics India Pvt. Ltd. v. Shailendra 

Shivam (2011), the Delhi High Court adopted a burden-shifting framework, holding 

that once plaintiffs demonstrate the confidential nature of their information and the 

defendant's access to it, combined with suspicious timing or suspicious similarity in 

output, the evidentiary burden shifts to defendants to provide plausible alternative 

explanations for their knowledge or capabilities. This pragmatic approach reflects 

judicial recognition of the inherent difficulties in proving misappropriation while 

maintaining appropriate protections for defendants. 

Developing Evidence of Misappropriation 

Given the substantial challenges in proving trade secret misappropriation, the 

development of compelling evidence requires strategic approaches tailored to the 

specific circumstances of each case. Plaintiffs typically employ a combination of 

documentary evidence, witness testimony, and expert analysis to construct persuasive 

narratives of misappropriation that overcome the inherent limitations of direct 

evidence. This process begins with comprehensive documentation of the trade secret 

itself, establishing its precise parameters, development history, and the protective 

measures implemented to maintain confidentiality. 
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Documentation of access remains fundamental to establishing misappropriation 

claims. Evidence that defendants had legitimate access to the information through 

employment, collaboration, or other relationships establishes the opportunity for 

misappropriation. Access logs, confidentiality agreements, attendance records at 

meetings where confidential information was discussed, and email or other 

communications containing the protected information help establish this essential link. 

Indian courts increasingly recognize that sophisticated digital forensic evidence, such 

as records of file accesses, downloads, or transmissions, can provide particularly 

compelling documentation of access patterns that suggest improper purposes. 

Timing evidence often provides powerful circumstantial support for misappropriation 

claims. Suspicious temporal relationships between access to confidential information 

and subsequent competitive activities can support reasonable inferences of wrongful 

conduct. In Bombay Dyeing and Manufacturing Co. Ltd. v. Mehar Karan Singh 

(2010), the court found the defendant's rapid development of competing products 

shortly after leaving employment with the plaintiff sufficiently suspicious to support a 

prima facie finding of misappropriation, noting that the abbreviated development 

timeline suggested reliance on the plaintiff's confidential information rather than 

independent creation. 

Comparative analysis of products, processes, or business methods often provides the 

most compelling evidence of misappropriation. Expert witnesses play crucial roles in 

this analysis, identifying distinctive features, unusual design choices, or identical 

errors that suggest derivation rather than independent development. In Cognizant 

Technology Solutions India Pvt. Ltd. v. Tribhuwan Jha (2016), forensic comparison of 

software code revealed identical non-functional elements including variable names, 

comment structures, and even the same bugs, providing compelling evidence of 

copying that could not be explained by functional constraints or industry standards. 
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Admissions and statements by defendants or their associates sometimes provide direct 

evidence of misappropriation, particularly in cases involving former employees. 

Electronic communications, social media posts, statements to customers or investors, 

and representations in marketing materials may contain explicit or implicit 

acknowledgments of reliance on the plaintiff's confidential information. In Nestlé 

India Ltd. v. Karthik Foods Ltd. (2020), the defendant's marketing communications 

touting "identical formulation" to the plaintiff's products supported the inference that 

the similarity resulted from misappropriation rather than independent development. 

Preserving Secrecy During Litigation 

The fundamental paradox of trade secret litigation lies in the necessity of disclosing 

the very information sought to be protected in order to prove its misappropriation. 

Indian courts have developed various procedural mechanisms to address this 

challenge, balancing the trade secret owner's interest in maintaining confidentiality 

against defendants' due process rights to know and respond to the claims against them. 

These protective measures have evolved significantly in recent years, reflecting 

growing judicial sophistication regarding the practical requirements of effective trade 

secret protection. 

In camera proceedings represent the most basic protective measure, excluding the 

general public from hearings where confidential information will be discussed. 

Section 14 of the Commercial Courts Act, 2015, expressly authorizes in camera 

proceedings in commercial disputes when necessary to protect confidential 

information, providing statutory reinforcement for this traditional protective approach. 

While this measure prevents disclosure to the broader public, it does not address the 

fundamental concern of disclosure to the defendant, who may be a direct competitor 

or otherwise positioned to exploit the information. 
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Protective orders provide more comprehensive protection by restricting the use and 

disclosure of confidential information revealed during litigation. These court-issued 

orders typically designate certain documents or testimony as "confidential" or "highly 

confidential," limiting access to specified individuals and prohibiting use for any 

purpose beyond the litigation. In TVS Motor Company Ltd. v. Bajaj Auto Ltd. (2008), 

the Madras High Court issued a detailed protective order establishing a multi-tiered 

confidentiality framework, with the highest level of protection limiting access to 

outside counsel and independent experts without direct access by the opposing party 

itself, creating a workable compromise between disclosure needs and confidentiality 

preservation. 

Confidentiality clubs represent a more formalized and structured approach to 

managing sensitive information during litigation. These court-created mechanisms 

establish closed groups of specified individuals who receive access to confidential 

information subject to strict non-disclosure obligations. In Ericsson v. Lava (2016), 

the Delhi High Court established a two-tier confidentiality club, with the inner tier 

limited to external attorneys and experts who could access the most sensitive 

information without disclosing it to their clients. This approach has gained significant 

traction in intellectual property litigation, offering a pragmatic solution to the 

disclosure dilemma while maintaining meaningful adversarial proceedings. 

Redaction of documents and sealing of court records provide additional layers of 

protection, allowing trade secret owners to disclose only those portions of confidential 

materials necessary for adjudication while protecting peripheral or irrelevant 

confidential elements. Courts increasingly permit targeted redactions of technical 

details, formulations, or customer-specific information while requiring disclosure of 

sufficient information to permit meaningful response by defendants. The development 

of sophisticated electronic redaction and access-control technologies has facilitated 
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more nuanced approaches to selective disclosure, enhancing courts' ability to craft 

appropriately tailored protective measures. 

Role of Forensic Audits and Discovery in Indian Litigation 

Evolution of Discovery in Indian Civil Procedure 

Discovery processes in Indian civil litigation have undergone significant evolution in 

recent years, particularly in cases involving confidential information where effective 

fact-finding mechanisms prove essential to just outcomes. The traditional framework 

for discovery in India derives from Orders XI, XII, and XIII of the Civil Procedure 

Code, which establish mechanisms for document production, interrogatories, and 

admissions. While historically these provisions received restrictive interpretation, 

resulting in limited discovery compared to common law jurisdictions like the United 

States or United Kingdom, recent developments reflect a trend toward more robust 

discovery, especially in commercial litigation. 

The Commercial Courts Act of 2015 marked a watershed moment in the evolution of 

Indian discovery practice, introducing significant reforms designed to align Indian 

commercial litigation more closely with international best practices. Section 17 of the 

Act, read with Order XI Rules 1 to 7 of the Commercial Courts (Civil Procedure 

Code) Rules, 2018, instituted mandatory disclosure requirements compelling parties to 

produce documents upon which they rely as well as those that adversely affect their 

case or support the opposing party's case. This shift toward affirmative disclosure 

obligations represents a fundamental departure from the traditional reactive discovery 

model, creating potential for more comprehensive evidence development in trade 

secret cases. 

Electronic discovery has assumed increasing prominence in confidential information 

litigation, reflecting the reality that most valuable business information now exists 
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primarily in digital form. Indian courts have progressively recognized the necessity of 

adapting traditional discovery principles to electronic contexts, developing protocols 

for the identification, preservation, collection, processing, review, and production of 

electronically stored information. In Indiabulls Housing Finance Ltd. v. Deccan 

Chronicle Holdings Ltd. (2018), the Delhi High Court ordered forensic imaging of the 

defendant's electronic devices, emphasizing that effective discovery in modern 

commercial disputes requires access to digital evidence that might otherwise remain 

inaccessible through traditional paper-focused discovery mechanisms. 

Court-appointed experts increasingly facilitate discovery in technically complex cases 

involving confidential information. Under Order XXVI Rules 10A to 10C of the Civil 

Procedure Code, courts may appoint independent experts to investigate technical 

matters and report their findings. In confidential information cases, these experts often 

assist in identifying relevant electronic evidence, developing appropriate search 

methodologies, implementing technical protective measures, and evaluating 

competing technical claims. This judicial willingness to engage technical expertise 

represents a significant advancement in the court's capacity to manage discovery 

effectively in scientifically or technologically sophisticated disputes. 

Despite these progressive developments, significant limitations persist in Indian 

discovery practice. The absence of deposition procedures comparable to those 

available in American litigation restricts opportunities for witness examination before 

trial. Similarly, Indian courts generally maintain greater restraint in compelling 

third-party discovery than their American counterparts. These limitations require 

practitioners to develop creative strategies for evidence gathering that work within the 

constraints of Indian procedural law while maximizing available discovery 

mechanisms. 

Forensic Audits in Trade Secret Litigation 
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Forensic audits have emerged as crucial investigative tools in trade secret litigation, 

providing scientific methodologies for identifying, preserving, analyzing, and 

presenting digital evidence of misappropriation. These specialized examinations, 

typically conducted by qualified computer forensic experts, employ sophisticated 

technical approaches to recover deleted files, analyze access patterns, document 

transmission activities, and trace the flow of confidential information. The insights 

generated through forensic examination often provide the evidentiary foundation for 

successful misappropriation claims, particularly when direct evidence of improper 

acquisition or use remains elusive. 

Computer forensic examinations typically begin with forensic imaging, creating 

bit-by-bit copies of electronic storage devices that preserve all data, including deleted 

files, file fragments, and metadata that might otherwise be inaccessible. These 

forensically sound copies maintain the integrity of the original evidence while 

allowing detailed examination without risk of alteration. Indian courts increasingly 

authorize such imaging in appropriate cases, recognizing its importance in preserving 

potentially ephemeral electronic evidence. In Rohit Ferro-Tech Ltd. v. Jajodia Exports 

(2015), the Calcutta High Court ordered forensic imaging of the defendants' 

computers based on preliminary evidence suggesting document deletion, establishing 

an important precedent for preservation orders in suspected trade secret theft cases. 

Metadata analysis forms a central component of forensic investigations in confidential 

information cases. These hidden data elements, including creation and modification 

timestamps, authorship information, revision histories, and geolocation data, often 

reveal crucial information about document origins and transmission histories. Forensic 

experts can use metadata to establish timelines of document creation or modification, 

identify instances where confidential documents have been renamed or superficially 

altered, and trace the movement of information across systems or to external storage 

devices. In Tech Mahindra Ltd. v. Aniket Singh (2018), forensic analysis of document 
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metadata revealed that files claimed to be independently created in fact contained 

hidden authorship information linking them to the plaintiff's confidential materials, 

providing decisive evidence of misappropriation. 

Recovery of deleted information represents another valuable function of forensic 

examination in trade secret cases. When individuals misappropriate confidential 

information, they frequently attempt to conceal their actions by deleting relevant files 

or communications. However, conventional deletion rarely removes the underlying 

data from storage media; it typically removes only the file system references while 

leaving the actual data intact until overwritten by new information. Forensic tools can 

recover these supposedly deleted materials, often revealing both the confidential 

information itself and evidence of efforts to conceal its misappropriation. Indian 

courts increasingly recognize that such deletion attempts may justify adverse 

inferences regarding the defendant's knowledge and intent. 

Email and communication analysis often provides critical evidence in trade secret 

cases, particularly those involving former employees or business partners. Forensic 

examination can recover deleted emails, reveal communication patterns suggesting 

coordination or solicitation, and identify instances where confidential information was 

transmitted to personal accounts or unauthorized recipients. In Cognizant Technology 

Solutions India Pvt. Ltd. v. Tribhuwan Jha (2016), forensic email analysis revealed 

systematic transmission of confidential client information to personal email accounts 

immediately before resignation, providing compelling evidence of planned 

misappropriation that proved decisive in securing injunctive relief. 

Challenges and Best Practices 

The increasing significance of forensic evidence and discovery in trade secret 

litigation brings with it both opportunities and challenges for practitioners, courts, and 

litigants. Several persistent issues warrant particular attention, along with emerging 
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best practices designed to address these challenges effectively. Perhaps most 

fundamentally, questions of proportionality and scope continue to generate significant 

controversy in discovery disputes. Plaintiffs typically seek broad access to defendants' 

electronic systems and devices, while defendants raise legitimate concerns regarding 

privacy, business disruption, and protection of their own confidential information 

unrelated to the dispute. 

Indian courts have increasingly adopted phased discovery approaches to address these 

competing concerns, beginning with narrowly targeted discovery focused on specific 

individuals, time periods, and categories of information directly relevant to the alleged 

misappropriation. This initial phase may be followed by broader discovery only if the 

preliminary evidence suggests legitimate basis for expanded investigation. In Prasar 

Bharati v. Stracon India Ltd. (2019), the Delhi High Court established a graduated 

discovery protocol, beginning with targeted examination of specific devices and 

expanding incrementally based on preliminary findings, creating a template for 

proportional discovery that balances investigative needs against privacy and business 

disruption concerns. 

Technical expertise disparities present another significant challenge, as courts must 

evaluate complex forensic evidence without specialized training in digital forensics. 

The growing practice of appointing independent technical experts under Order XXVI 

of the Civil Procedure Code helps address this knowledge gap, providing courts with 

neutral technical guidance. Leading courts have developed protocols for selecting 

qualified experts, defining their scope of authority, establishing appropriate funding 

mechanisms, and ensuring transparent communication of findings to all parties. These 

structured approaches enhance the reliability and credibility of forensic evidence 

while maintaining appropriate judicial control over the discovery process. 

Cross-border discovery presents particular challenges in trade secret litigation, as 

misappropriated information often travels across jurisdictional boundaries through 
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multinational corporations, international joint ventures, or global supply chains. Indian 

courts face significant limitations in compelling discovery from foreign entities not 

subject to their jurisdiction, requiring creative approaches to evidence gathering. 

Letters rogatory under Section 77 of the Civil Procedure Code provide one mechanism 

for seeking international judicial assistance, though practical limitations include 

lengthy processing times and varying receptiveness among foreign courts. 

Practitioners increasingly develop coordinated multi-jurisdictional strategies, using 

discovery obtained in one jurisdiction to support proceedings in another and 

leveraging treaties or conventions facilitating judicial cooperation. 

Standardized protocols for electronic discovery have begun to emerge in sophisticated 

commercial litigation, addressing recurring technical and procedural issues while 

reducing unnecessary disputes. These protocols typically address issues such as search 

term development, handling of privileged materials, management of 

non-text-searchable documents, treatment of proprietary file formats, and procedures 

for claiming confidentiality or privilege. While not yet formalized in Indian practice to 

the extent seen in American or English litigation, these evolving standard practices 

represent a significant advancement in making electronic discovery more predictable, 

efficient, and cost-effective in Indian trade secret litigation. 

Conclusion 

The protection of confidential information through civil remedies represents a critical 

component of India's intellectual property landscape, providing essential security for 

valuable business assets that fall outside the scope of traditional statutory IP rights. 

This chapter has examined the comprehensive framework of remedies available to 

victims of confidential information breaches, from injunctive relief that prevents 

unauthorized disclosure to damages that compensate for harm already suffered and 

delivery-up orders that remove misappropriated materials from wrongful possession. 
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It has further explored the evidentiary challenges inherent in establishing trade secret 

misappropriation and the evolving role of forensic investigation and discovery in 

developing compelling evidence of wrongdoing. 

Several key themes emerge from this analysis. First, Indian courts have demonstrated 

increasing sophistication in their approach to confidential information protection, 

developing nuanced remedial frameworks that balance effective protection against 

competing interests in employee mobility, market competition, and information 

dissemination. Second, procedural innovations in areas such as protective orders, 

confidentiality clubs, and electronic discovery protocols have enhanced courts' 

capacity to adjudicate confidential information disputes while preserving the very 

secrecy that gives the information its value. Third, the integration of technological 

expertise through forensic evidence and court-appointed experts has strengthened the 

fact-finding process, enabling more accurate identification of wrongful conduct in an 

increasingly digital environment. 

Looking forward, several trends appear likely to shape the continuing evolution of this 

field. The growing importance of data as a business asset suggests continued 

expansion of confidential information protection to new categories of valuable 

information beyond traditional technical trade secrets. The increasing digitization of 

business information will further elevate the importance of electronic discovery and 

forensic investigation, likely driving additional procedural innovations to address the 

unique characteristics of digital evidence. Most fundamentally, the ongoing absence of 

specialized statutory protection for trade secrets will ensure the continued centrality of 

common law breach of confidence principles in Indian intellectual property 

jurisprudence, with courts continuing to refine these principles through case-by-case 

adjudication. 

For businesses operating in India, these developments underscore the importance of 

proactive approaches to confidential information protection, integrating legal, 
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technical, and organizational measures to prevent misappropriation and position the 

enterprise effectively should litigation become necessary. For legal practitioners, the 

evolving landscape demands a multidisciplinary approach combining traditional legal 

advocacy with technological fluency and strategic foresight. 

The dynamic interplay between substantive protection standards and procedural 

mechanisms will continue to define this area of law, with each influencing the 

development of the other. As forensic capabilities expand and courts grow more 

comfortable with technical evidence, the substantive standards for proving 

misappropriation will likely evolve to incorporate these new evidentiary possibilities. 

Similarly, as courts refine their understanding of various categories of confidential 

information and their relative value, procedural protections will likely become more 

calibrated to the specific sensitivity and commercial importance of the information at 

issue. 

In this evolving legal landscape, the most effective protection strategies will combine 

robust preventive measures, sophisticated detection capabilities, and strategic 

enforcement approaches tailored to the specific characteristics of the valuable 

information assets they seek to protect. By understanding both the opportunities and 

limitations inherent in the current remedial framework, businesses can develop 

comprehensive protection strategies that leverage available legal tools while 

accounting for their practical constraints. Through this balanced approach, the civil 

remedial system can fulfill its essential function of providing meaningful protection 

for the confidential information that increasingly drives innovation and competitive 

advantage in the modern economy. 
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Chapter 5: Criminal Remedies – Limited but 

Evolving 

Introduction 

The protection of trade secrets in India presents a unique challenge within the broader 

intellectual property landscape. Unlike patents, trademarks, or copyrights, trade 

secrets lack a dedicated statutory framework for protection. This absence becomes 

particularly pronounced when examining the criminal law dimensions of trade secret 

misappropriation. While civil remedies provide the primary recourse for trade secret 

holders, criminal law offers supplementary, albeit limited, avenues for redress. These 

criminal remedies, though not explicitly designed for trade secret protection, have 

evolved through judicial interpretation and strategic application to address egregious 

instances of trade secret theft and misappropriation. 

The absence of a specialized criminal offense targeting trade secret theft has 

compelled businesses and legal practitioners to navigate the intricacies of India's 

existing criminal statutes. This adaptive approach leverages provisions within the 

Indian Penal Code (IPC) and the Information Technology Act to provide punitive 

measures against trade secret violations. Though imperfect and sometimes 

procedurally challenging, these criminal provisions serve as essential components in 

the protective arsenal available to trade secret holders, particularly in cases involving 

employee malfeasance, industrial espionage, or systemic data theft. 

This chapter examines the current landscape of criminal remedies available for trade 

secret protection in India, exploring their statutory foundations, practical applications, 

and inherent limitations. It further assesses the strategic considerations that inform the 

pursuit of criminal recourse, the evidentiary challenges unique to trade secret cases, 
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and the evolving jurisprudence that continues to shape this domain. Through this 

analysis, the chapter aims to provide a comprehensive understanding of how criminal 

law intersects with trade secret protection in the absence of dedicated statutory 

provisions. 

The Absence of Specific Legislation 

The Legislative Gap in Trade Secret Protection 

India's legal framework presents a notable absence when it comes to specialized 

legislation criminalizing trade secret misappropriation. Unlike jurisdictions such as the 

United States, which enacted the Economic Espionage Act of 1996 explicitly 

criminalizing trade secret theft, or the European Union, which has implemented the 

Trade Secrets Directive with provisions for criminal sanctions, India has maintained a 

predominantly civil law approach to trade secret protection. This legislative gap 

creates substantial challenges for trade secret holders seeking punitive responses to 

misappropriation beyond compensatory damages. 

The absence of specific criminalization stems partly from India's historical approach 

to intellectual property protection, which has traditionally emphasized balancing 

innovation incentives with knowledge accessibility. While patents, trademarks, and 

copyrights have received dedicated statutory attention with accompanying criminal 

provisions for infringement, trade secrets have remained governed primarily by 

common law principles and contractual obligations. This distinction reflects a policy 

approach that has prioritized codification of intellectual property rights that require 

formal registration and public disclosure over those that derive value precisely from 

their confidential nature. 

This legislative vacuum has significant practical implications. Enforcement agencies, 

including police authorities, often demonstrate reluctance to intervene in trade secret 
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disputes, viewing them primarily as civil or contractual matters rather than criminal 

offenses. Prosecutors similarly face challenges in framing charges that accurately 

capture the essence of trade secret misappropriation, necessitating creative application 

of existing provisions that were designed with different objectives in mind. These 

institutional hesitations compound the difficulties faced by trade secret holders 

seeking criminal redress. 

International Comparisons and Obligations 

India's approach to criminal protection of trade secrets diverges notably from 

emerging international standards. The Agreement on Trade-Related Aspects of 

Intellectual Property Rights (TRIPS), to which India is a signatory, requires member 

states under Article 39 to protect undisclosed information from unfair commercial 

practices. However, TRIPS does not explicitly mandate criminal sanctions for trade 

secret misappropriation, creating interpretive flexibility that India has exercised by 

maintaining predominantly civil remedies. 

The United States has adopted perhaps the most comprehensive criminal framework 

for trade secret protection through the Economic Espionage Act, which imposes 

severe penalties including imprisonment up to 10 years and fines up to $5 million for 

individuals who steal trade secrets benefiting foreign entities. Similarly, countries like 

Germany, Japan, and South Korea have implemented specific criminal provisions 

within their competition or intellectual property laws targeting trade secret theft. This 

international trend toward criminalization reflects growing recognition of trade 

secrets' economic significance and the inadequacy of purely civil remedies in 

deterring sophisticated misappropriation. 

Despite these international developments, India's legal framework has maintained its 

distinct approach. Proposed reforms, including draft National Innovation Acts and 

amendments to competition legislation, have occasionally suggested incorporating 
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criminal provisions for trade secret misappropriation. However, these proposals have 

generally not progressed beyond consultative stages. This legislative inertia persists 

despite India's commitments under various bilateral trade agreements that encourage 

stronger intellectual property enforcement, including criminal measures for trade 

secret protection. 

Relevant Provisions Under the Indian Penal Code 

Criminal Breach of Trust (Sections 408 and 409) 

Among the most frequently invoked provisions in trade secret misappropriation cases 

are Sections 408 and 409 of the Indian Penal Code, which criminalize criminal breach 

of trust by employees and agents. Section 408 specifically addresses criminal breach 

of trust by clerks or servants, while Section 409 extends to public servants, bankers, 

merchants, or agents. These provisions have particular relevance in the trade secret 

context, as they directly address situations where individuals entrusted with 

proprietary information abuse their positions of trust for personal gain. 

The essential elements required to establish criminal breach of trust include: 

entrustment of property or dominion over property, misappropriation or conversion of 

that property, and dishonest intent. In the trade secret context, courts have increasingly 

recognized confidential information as constituting "property" capable of entrustment. 

This interpretive expansion has enabled prosecution in cases where employees 

download confidential files before departure, extract proprietary algorithms, or copy 

customer databases for competitive use. Upon conviction, these offenses carry 

significant penalties, including imprisonment for up to seven years under Section 408 

and up to life imprisonment under Section 409, along with financial penalties. 

Jurisprudential developments have gradually refined the application of these 

provisions to trade secret cases. In Ritika Private Limited v. Biba Apparels Private 
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Limited (2016), the Delhi High Court recognized that confidential business 

information constituted property capable of being entrusted to employees, thereby 

bringing its misappropriation within the ambit of criminal breach of trust. Similarly, in 

Burlington Home Shopping Pvt. Ltd. v. Rajnish Chibber (1995), the court held that a 

customer database represented valuable property whose misappropriation by a 

departing employee warranted both civil and criminal remedies. These precedents 

have strengthened the viability of criminal breach of trust provisions as tools for trade 

secret protection. 

Cheating and Theft (Sections 420 and 379) 

Section 420 of the IPC, which criminalizes cheating and dishonestly inducing delivery 

of property, provides another avenue for addressing trade secret misappropriation. 

This provision becomes particularly relevant in scenarios involving deceptive 

acquisition of trade secrets, such as when competitors pose as potential investors or 

partners to gain access to proprietary information, or when employees secure positions 

with the undisclosed intention of extracting confidential information for competitive 

purposes. The offense carries punishment of imprisonment up to seven years and 

financial penalties. 

The application of Section 420 in trade secret cases typically requires establishing that 

the accused engaged in deception, thereby fraudulently inducing the trade secret 

holder to disclose confidential information. Courts have recognized various forms of 

deception in this context, including misrepresentation of business intentions, false 

promises of confidentiality, or concealment of competitive relationships. In Diljeet 

Titus v. Alfred A. Adebare (2006), the Delhi High Court acknowledged that entering 

employment with the undisclosed intention of appropriating client information could 

constitute cheating when coupled with subsequent misuse of that information. 
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Section 379, which addresses theft of movable property, has experienced perhaps the 

most significant interpretive evolution in its application to trade secret cases. 

Traditionally conceived for tangible property, courts have gradually expanded its 

scope to encompass certain forms of information theft. In particular, cases involving 

the physical taking of documents containing trade secrets or the unauthorized 

downloading of electronic files have been prosecuted under this provision. The Indian 

judiciary has increasingly recognized that the concept of "movable property" under 

Section 379 can extend to electronic data and documentary information, though this 

interpretation remains subject to case-specific analysis rather than uniform 

application. 

Interpretation Challenges and Judicial Approaches 

The application of these IPC provisions to trade secret misappropriation faces several 

interpretive challenges that have necessitated creative judicial reasoning. Perhaps most 

fundamentally, courts have had to address whether information itself constitutes 

"property" within the meaning of these statutory provisions. While physical 

documents or electronic devices clearly qualify as tangible property, the informational 

content they contain presents more complex classification questions. This distinction 

becomes particularly significant in digital environments, where misappropriation often 

involves copying rather than taking, thereby leaving the original owner still in 

possession of the information. 

Indian courts have demonstrated increasing willingness to adopt expansive 

interpretations that accommodate modern business realities. In Ajanta Manufacturing 

Ltd v. Nadu Manufacturing Ltd (2017), the Gujarat High Court recognized that digital 

data representing trade secrets constituted property capable of being stolen, even when 

copied rather than taken. The court reasoned that the value of information lies not in 

its physical embodiment but in its exclusive possession, and that unauthorized 

duplication therefore constitutes misappropriation equivalent to physical taking. This 
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reasoning, though not universally applied, demonstrates the judiciary's evolving 

approach to addressing trade secret theft within existing criminal law frameworks. 

A second interpretive challenge involves establishing criminal intent in cases where 

industry norms or employment transitions create ambiguity regarding appropriate 

information use. Courts must distinguish between legitimate skill acquisition and 

criminal misappropriation, a distinction that often proves difficult in 

knowledge-intensive industries. In Bombay Dyeing and Manufacturing Co. Ltd. v. 

Mehar Karan Singh (2010), the Bombay High Court emphasized that criminal 

prosecution requires clear evidence of dishonest intent beyond mere possession of 

information that might have been retained through ordinary workplace exposure. This 

standard imposes significant evidentiary burdens on trade secret holders pursuing 

criminal remedies. 

The Information Technology Act Provisions 

Section 72: Breach of Confidentiality and Privacy 

The Information Technology Act, 2000 (IT Act), as amended in 2008, provides 

additional criminal remedies potentially applicable to trade secret misappropriation, 

particularly in digital contexts. Section 72 of the Act specifically addresses breach of 

confidentiality and privacy, imposing criminal liability on any person who, having 

secured access to electronic records, documents, or information under the Act or its 

rules, discloses such material to others without authorization. This provision carries 

penalties including imprisonment up to two years, fines up to one lakh rupees, or both. 

The application of Section 72 in trade secret cases has particular relevance for service 

providers, information technology professionals, and third-party contractors who gain 

legitimate access to confidential information through professional relationships. 

Unlike the IPC provisions, which often focus on employees or agents in positions of 
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trust, Section 72 captures a broader range of potential defendants who may encounter 

trade secrets through service-oriented relationships. This distinction has proven 

valuable in prosecuting cases involving outsourced development work, IT system 

maintenance, or cloud storage providers who misappropriate stored confidential 

information. 

Judicial interpretation has clarified the scope of protection available under Section 72. 

In Diebold Systems Private Limited v. Commissioner of Commercial Taxes (2016), 

the Karnataka High Court recognized that unauthorized access to and disclosure of 

proprietary algorithms stored in electronic form could constitute violations under both 

the IT Act and IPC. Similarly, in Lake City Traders v. Subhash Sharma (2014), 

criminal charges under Section 72 were sustained against a website developer who 

extracted and disclosed client database information obtained during the course of 

professional services. These precedents have established Section 72 as a valuable 

complement to IPC provisions, particularly for digital trade secrets. 

Other Relevant IT Act Provisions 

Beyond Section 72, several other provisions of the IT Act offer potential application 

in trade secret cases. Section 43(b) penalizes unauthorized downloading, extraction, or 

copying of data from computer systems, while Section 66 criminalizes 

computer-related offenses performed dishonestly or fraudulently. Though primarily 

designed to address cybercrime more broadly, these provisions can apply to digital 

trade secret theft, particularly when unauthorized access to computer systems 

facilitates the misappropriation. 

Section 65 of the IT Act, which addresses tampering with computer source 

documents, has found application in cases involving proprietary software code 

misappropriation. This provision criminalizes the concealment, destruction, or 

alteration of source code when the code is required to be kept or maintained by law. 
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While narrowly applicable, this provision has been successfully invoked in cases 

where software developers have misappropriated proprietary algorithms or source 

code protected by confidentiality agreements specified under contractual obligations. 

The specialized nature of the IT Act creates both advantages and limitations for trade 

secret protection. On one hand, the Act's focus on digital environments aligns with the 

increasingly electronic nature of valuable trade secrets, from customer databases to 

manufacturing processes. On the other hand, the Act's provisions often require 

specific technical circumstances that may not encompass all forms of trade secret 

misappropriation. This specificity can create jurisdictional or applicability challenges 

when trade secret theft involves both physical and digital elements, as is frequently the 

case in comprehensive corporate espionage. 

Strategic Considerations in Criminal Prosecution 

Balancing Criminal and Civil Remedies 

The decision to pursue criminal remedies for trade secret misappropriation involves 

complex strategic considerations that must balance potential benefits against 

significant procedural and reputational risks. Unlike civil litigation, which remains 

under the trade secret holder's control, criminal proceedings transfer prosecutorial 

authority to state agencies with independent discretion regarding case management. 

This transfer of control introduces uncertainty regarding investigative thoroughness, 

prosecutorial prioritization, and ultimate case resolution. Trade secret holders must 

therefore carefully evaluate whether criminal remedies align with their broader 

protection and enforcement objectives. 

Criminal prosecution offers several distinct advantages compared to civil remedies. 

Perhaps most significantly, criminal proceedings carry stronger deterrent effects due to 

the possibility of imprisonment, providing powerful dissuasive messaging to potential 
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infringers. Additionally, criminal investigations provide access to law enforcement 

resources, including search and seizure capabilities that may uncover evidence 

inaccessible through civil discovery. The state's involvement also distributes litigation 

costs, relieving trade secret holders of the full financial burden associated with 

complex legal proceedings. 

However, these advantages must be weighed against substantial countervailing 

considerations. Criminal prosecution typically proceeds more slowly than civil 

litigation, potentially delaying effective relief for ongoing misappropriation. The 

higher evidentiary standards in criminal cases—requiring proof beyond reasonable 

doubt rather than preponderance of evidence—create greater uncertainty regarding 

ultimate success. Perhaps most importantly, criminal proceedings entail significant 

publicity that may compromise the very confidentiality that trade secret protection 

seeks to maintain. These combined factors often lead companies to pursue criminal 

remedies selectively, reserving them for egregious cases involving clear evidence and 

substantial commercial harm. 

Evidence Collection and Preservation 

The successful prosecution of trade secret misappropriation requires meticulous 

evidence collection and preservation practices that begin long before formal legal 

proceedings. Unlike conventional property crimes that often leave physical evidence, 

trade secret theft frequently occurs digitally and surreptitiously, creating evidentiary 

challenges that demand specialized investigative approaches. Organizations must 

therefore implement robust digital forensic protocols to detect, document, and 

preserve evidence of misappropriation. 

Key evidentiary elements typically necessary for successful prosecution include: 

documentation establishing the trade secret's existence and value; evidence of the 

accused's access to the protected information; documentation of security measures 
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implemented to maintain confidentiality; and evidence linking the accused to specific 

acts of misappropriation. This evidentiary package must satisfy not only the technical 

elements of the criminal provisions invoked but also establish the requisite criminal 

intent, demonstrating that misappropriation occurred knowingly and dishonestly rather 

than through inadvertence or misunderstanding. 

Forensic technology plays an increasingly central role in developing compelling 

evidence for trade secret prosecutions. Analysis of electronic device access logs, email 

communications, unusual download patterns, and cloud storage usage can reveal 

systematic efforts to extract confidential information. Similarly, metadata analysis can 

establish document provenance and track unauthorized modifications or 

transmissions. These technical investigative methods, when properly implemented and 

documented, provide persuasive evidence that can overcome the presumption of 

innocence applicable in criminal proceedings. 

Jurisdictional Considerations 

Trade secret misappropriation increasingly transcends jurisdictional boundaries, 

creating complex questions regarding appropriate venues for criminal prosecution. 

This geographic complexity manifests in various forms, including multi-state 

corporate operations, international employee movements, and cross-border data 

transfers. Each scenario introduces jurisdictional questions that significantly impact 

both the viability of criminal proceedings and their practical management. Trade 

secret holders must therefore incorporate jurisdictional analysis into their enforcement 

strategies. 

Within India's federal structure, state jurisdictional questions frequently arise in trade 

secret cases involving operations across multiple states or remote work arrangements. 

The Criminal Procedure Code generally establishes jurisdiction based on where the 

offense occurred or where consequences manifested, but these determinations become 
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challenging when misappropriation involves electronic transmission across state lines. 

Courts have gradually developed interpretive principles for these scenarios, generally 

recognizing jurisdiction both where the data was accessed and where the competitive 

harm manifested. This approach potentially creates multiple venues for prosecution, 

allowing strategic selection based on procedural advantages or evidentiary 

considerations. 

International aspects of trade secret misappropriation present even more complex 

jurisdictional challenges. When misappropriation involves foreign nationals, overseas 

data transfers, or competitive use in international markets, Indian criminal jurisdiction 

may prove difficult to establish or enforce. While India has extradition treaties with 

numerous countries, trade secret offenses often fail to satisfy the dual criminality 

requirements necessary for extradition, particularly given the absence of specific trade 

secret criminalization. These jurisdictional limitations have prompted some 

multinational companies to pursue parallel proceedings in multiple jurisdictions, using 

criminal complaints in countries with more robust trade secret criminal provisions 

while pursuing civil remedies in India. 

Practical Applications and Case Studies 

Employee Departure Scenarios 

Employee departures constitute perhaps the most common context for trade secret 

misappropriation, creating distinct patterns that have shaped the practical application 

of criminal provisions. These scenarios typically involve employees who, prior to 

resignation, systematically extract confidential information through unauthorized 

downloads, document copying, or cloud transfers. Upon joining competitors or 

establishing rival ventures, these former employees deploy the misappropriated 

information, creating competitive harm that triggers legal response. The frequency of 
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these scenarios has generated substantial jurisprudence regarding the application of 

criminal provisions in employment contexts. 

Criminal prosecution in employee departure cases typically focuses on establishing 

several key elements: the deliberate nature of information extraction, exceeding 

legitimate job requirements; the temporal proximity between information acquisition 

and resignation; and subsequent competitive use demonstrating dishonest intent. In 

Navigators Logistics Ltd. v. Kashif Qureshi (2018), the Delhi High Court upheld 

criminal charges under Section 408 IPC where a departing executive systematically 

downloaded customer records and pricing strategies immediately before resigning to 

join a competitor. The court emphasized that the targeted nature of the downloads, 

focusing on competitively sensitive information rather than personal materials, 

demonstrated dishonest intent supporting criminal liability. 

However, courts have also established important limitations on criminal liability in 

employment contexts. In particular, judges have distinguished between general 

knowledge or skills acquired during employment—which employees retain the right 

to use—and specific confidential information constituting protectable trade secrets. In 

Burroughs Wellcome (India) Ltd. v. K.N. Singh (1979), the Supreme Court declined to 

impose criminal liability on a former marketing executive who utilized general market 

knowledge and customer relationships developed during prior employment. The Court 

emphasized that criminalizing the application of professional experience would 

impermissibly restrict legitimate employee mobility and economic opportunity. 

Corporate Espionage and Competitive Intelligence 

Beyond employee departures, more sophisticated forms of trade secret 

misappropriation involve coordinated corporate espionage or competitive intelligence 

operations. These scenarios typically feature deliberate infiltration of target 

organizations, systematic information extraction through technical or social 
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engineering methods, and coordinated deployment of misappropriated information for 

competitive advantage. The clear criminal intent evident in these operations generally 

provides stronger foundations for criminal prosecution compared to ambiguous 

employee departure cases. 

Criminal investigation of corporate espionage often involves coordination between 

private corporate security teams and law enforcement agencies. This collaborative 

approach leverages private sector technical expertise regarding the compromised 

information while accessing law enforcement's investigative authorities and resources. 

Successful prosecution typically requires establishing sophisticated criminal 

enterprises rather than isolated misconduct, often invoking conspiracy provisions 

alongside specific criminal charges related to the misappropriation itself. 

The widely reported 2015 corporate espionage case involving energy sector 

documents illustrates the potential scale and significance of such operations. The 

investigation revealed systematic theft of confidential documents from the Ministry of 

Petroleum and Natural Gas, with information subsequently sold to corporate entities 

seeking competitive advantages. The prosecution invoked multiple criminal 

provisions, including Sections 409 and 420 of the IPC, alongside Official Secrets Act 

violations. The case demonstrated both the potential effectiveness of criminal 

prosecution in addressing sophisticated trade secret theft and the complex 

investigative challenges such cases present. 

Data Security Breaches and Service Provider Liability 

The increasing reliance on third-party service providers for critical business functions 

has created new vectors for trade secret vulnerability and corresponding applications 

of criminal provisions. Cloud storage providers, IT management companies, and 

business process outsourcing firms frequently gain legitimate access to trade secrets 

necessary for service provision. When these entities or their employees misappropriate 
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client information for competitive purposes, Section 72 of the IT Act provides 

particularly relevant criminal remedies, often supplemented by applicable IPC 

provisions. 

Criminal prosecution in service provider contexts typically emphasizes the breach of 

professional trust inherent in these relationships. Unlike employee scenarios, where 

courts must navigate complex questions regarding knowledge acquisition during 

employment, service provider relationships involve clearer boundaries regarding 

authorized information access and use. This clarity often facilitates more 

straightforward application of criminal provisions, provided evidence establishes 

intentional misappropriation rather than inadvertent disclosure or security lapses. 

The 2017 prosecution of a website development contractor who extracted and sold a 

client's customer database exemplifies the application of criminal provisions in service 

provider contexts. The Delhi Police Cyber Cell filed charges under both Section 72 of 

the IT Act and Section 406 of the IPC, emphasizing the contractor's deliberate 

extraction of information exceeding legitimate project requirements. The case resulted 

in conviction, demonstrating the viability of criminal remedies when service provider 

relationships become vectors for trade secret misappropriation. 

Evolving Jurisprudence and Future Directions 

Judicial Trends in Trade Secret Criminal Cases 

The jurisprudence surrounding criminal remedies for trade secret misappropriation 

continues to evolve, with several discernible trends shaping its development. Most 

notably, courts have demonstrated increasing receptiveness to expansive 

interpretations of existing criminal provisions, adapting traditional property crime 

concepts to address informational assets. This interpretive flexibility reflects judicial 

recognition of trade secrets' economic significance and the inadequacy of purely civil 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 102 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

remedies in addressing systematic misappropriation. However, this evolution proceeds 

gradually through case-by-case adjudication rather than comprehensive doctrinal 

pronouncements. 

A second significant trend involves heightened judicial scrutiny of the boundary 

between criminal misappropriation and legitimate competitive practices. Courts 

increasingly require evidence of specific intent to appropriate particular confidential 

information rather than merely establishing unauthorized possession. This focus on 

subjective intent reflects judicial concern regarding potential criminalization of 

routine employment transitions or industry knowledge flows. While this scrutiny 

imposes additional evidentiary burdens on trade secret holders, it also provides 

important safeguards against overbroad application of criminal provisions. 

Courts have also demonstrated increasing sophistication regarding digital evidence 

assessment in trade secret cases. Judicial decisions now regularly incorporate detailed 

analysis of electronic access logs, metadata, transmission records, and forensic device 

examinations when evaluating misappropriation allegations. This technical 

engagement reflects broader judicial adaptation to digital evidence across criminal 

domains, with particular application to trade secret cases given their frequently digital 

character. This evidentiary sophistication has strengthened the viability of criminal 

prosecutions in complex technological contexts where misappropriation previously 

proved difficult to establish. 

Potential Legislative Developments 

Despite the absence of current specific criminalization, several proposed legislative 

initiatives suggest potential future expansion of criminal remedies for trade secret 

misappropriation. Draft iterations of a potential National Innovation Act have 

periodically included provisions establishing dedicated criminal offenses for trade 

secret theft, though these proposals have not yet advanced to formal legislative 
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consideration. Similarly, proposed amendments to the Competition Act have 

occasionally suggested criminal penalties for certain forms of competitive intelligence 

gathering that appropriate confidential information. 

India's ongoing trade negotiations with various partners, particularly the United States 

and European Union, frequently include intellectual property enforcement provisions 

that could potentially influence domestic criminalization approaches. Both trading 

partners have advocated for stronger trade secret protections, including criminal 

remedies for willful misappropriation. While India has historically maintained policy 

independence regarding intellectual property criminalization, evolving economic 

priorities and international harmonization objectives may gradually influence 

legislative approaches to trade secret protection. 

The increasing economic significance of data assets in India's growing knowledge 

economy creates additional impetus for potential legislative reform. As Indian 

companies develop globally competitive positions in information technology, 

pharmaceuticals, and other knowledge-intensive sectors, domestic interest in robust 

trade secret protection has intensified. This alignment between international 

diplomatic pressure and emerging domestic economic interests suggests increased 

likelihood of legislative developments expanding criminal remedies for trade secret 

misappropriation, though timing and specific approaches remain uncertain. 

Comparative International Approaches 

International approaches to trade secret criminalization offer potential models for 

India's evolving jurisprudence and possible legislative developments. The United 

States' Economic Espionage Act provides perhaps the most comprehensive 

criminalization framework, establishing distinct offenses for trade secret theft 

benefiting foreign entities (economic espionage) and commercial misappropriation 

(theft of trade secrets). This bifurcated approach creates a graduated response system 
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that distinguishes between corporate competitive intelligence and national security 

concerns, potentially informing similar distinctions in Indian contexts. 

The European Union's Trade Secrets Directive, while primarily establishing civil 

remedies, explicitly preserves member states' authority to impose criminal sanctions 

for trade secret violations. Many EU member states, including Germany and France, 

maintain criminal provisions addressing trade secret misappropriation, typically 

integrated within unfair competition or intellectual property frameworks rather than 

established as standalone offenses. This integrated approach, which situates trade 

secret criminalization within broader commercial law frameworks, potentially offers a 

model more aligned with India's existing legal traditions. 

Neighboring jurisdictions including Singapore and Japan have implemented criminal 

provisions specifically addressing trade secret theft, creating regional models 

potentially relevant to India's evolving approach. Singapore's approach merits 

particular attention given shared common law traditions and similar economic 

development trajectories. The Singapore Criminal Law (Temporary Provisions) Act 

contains provisions specifically criminalizing unauthorized disclosure of protected 

information, while Japanese Unfair Competition Prevention Act amendments have 

established clear criminal penalties for trade secret misappropriation, including 

significant imprisonment terms. 

Conclusion 

The criminal remedies available for trade secret protection in India represent an 

evolving landscape characterized by creative adaptation of existing provisions rather 

than specialized statutory frameworks. This approach reflects both the historical 

development of India's intellectual property regime and broader policy considerations 

regarding the appropriate scope of criminalization in commercial contexts. While 

imperfect and sometimes procedurally challenging, these adapted criminal remedies 
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provide essential complementary protection alongside primary civil enforcement 

mechanisms. 

The strategic deployment of criminal provisions—particularly Sections 408 and 409 

of the IPC addressing criminal breach of trust, and Section 72 of the IT Act addressing 

confidentiality breaches—has gradually developed into a recognized enforcement 

pathway for trade secret holders facing egregious misappropriation. Judicial 

interpretations have increasingly accommodated the application of these provisions to 

informational assets, recognizing trade secrets as protectable property despite their 

intangible nature. This interpretive evolution, though proceeding incrementally, 

demonstrates the legal system's capacity for adaptation to emerging economic 

realities. 

Looking forward, India's approach to trade secret criminalization will likely continue 

evolving through both judicial interpretation and potential legislative initiatives. This 

evolution will necessarily balance multiple considerations, including international 

harmonization pressures, domestic innovation policy objectives, employment mobility 

concerns, and traditional principles regarding the appropriate scope of criminal law. 

While complete convergence with the comprehensive criminalization approaches 

adopted in jurisdictions like the United States seems unlikely, gradual expansion of 

criminal remedies through both interpretive evolution and targeted legislative 

amendments appears probable as trade secrets gain increasing economic significance 

within India's knowledge economy. 
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Chapter 6: Key Judgments & Judicial Trends 

in India 

Introduction 

The legal landscape of intellectual property and trade secret protection in India has 

evolved significantly over the past few decades, shaped by landmark judgments that 

establish precedent and provide clarity on previously ambiguous areas. This chapter 

examines key judicial decisions that have defined the contours of protection for 

various forms of intellectual property, including program concepts, customer 

information, and specialized know-how. These judgments collectively illustrate the 

Indian judiciary's approach to balancing innovation protection with fair competition, 

and demonstrate how courts have interpreted statutory provisions in light of emerging 

business realities. 

As India continues its trajectory as a global economic power with growing emphasis 

on innovation, knowledge-based industries, and digital transformation, the judicial 

interpretations discussed in this chapter gain particular significance. The principles 

established through these judgments not only guide lower courts in adjudicating 

similar disputes but also provide valuable guidance to businesses, entrepreneurs, and 

legal practitioners on the standards and requirements for securing protection of 

valuable commercial information. Furthermore, these decisions reflect the judiciary's 

evolving understanding of the unique challenges posed by the information age, where 

traditional concepts of property and ownership must be reimagined to accommodate 

intangible assets. 
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Zee Telefilms Ltd. v. Sundial Communications – Protection of 

Program Concepts 

Background and Facts of the Case 

The case of Zee Telefilms Ltd. v. Sundial Communications represents a watershed 

moment in Indian intellectual property jurisprudence, particularly concerning the 

protection of entertainment program concepts and formats. The dispute arose in the 

early 2000s when Sundial Communications developed a television program concept 

titled "Kanahiya," which centered around the unique format of bringing together 

estranged family members on a television platform to reconcile their differences. 

Sundial claimed to have approached Zee Telefilms with this concept in 2001, 

presenting detailed treatments, character descriptions, production methodologies, and 

even sample scripts. 

According to Sundial's allegations, after multiple meetings and extensive discussions, 

Zee Telefilms declined to proceed with the project. However, a few months later, Zee 

launched a show called "Sanjivani" that Sundial claimed bore striking similarities to 

their "Kanahiya" concept. The similarities allegedly extended beyond the basic 

premise to include specific plot developments, character arcs, and even production 

techniques that had been detailed in Sundial's proposal. This prompted Sundial to 

approach the Bombay High Court seeking an injunction against Zee Telefilms, 

claiming copyright infringement and breach of confidential information. 

The case presented the High Court with the challenging task of determining whether 

program concepts and formats, which often straddle the boundary between abstract 

ideas and tangible expressions, merit protection under Indian intellectual property law. 

Traditionally, copyright protection extends to the expression of ideas rather than the 
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ideas themselves, creating a potential lacuna in protection for concept developers who 

share their ideas with potential producers or broadcasters. 

The Court's Analysis and Findings 

In its landmark judgment delivered in 2003, the Bombay High Court recognized the 

need to protect program concepts and formats, even when they had not yet been fully 

produced or broadcast. Justice Dr. D.Y. Chandrachud, who later became a Supreme 

Court Justice, delivered a nuanced judgment that expanded the scope of protection 

available to content creators in India. 

The Court held that while abstract ideas per se are not protectable, a sufficiently 

developed concept that has been reduced to writing or another tangible form may 

qualify for protection, particularly when shared in circumstances implying 

confidentiality. The Court emphasized that the television industry operates on the 

basis of concept presentations and treatments, and failing to provide adequate 

protection would stifle creativity and innovation in the entertainment sector. 

Justice Chandrachud articulated several key principles that have since guided Indian 

courts in similar cases: 

First, the Court recognized that program formats can constitute original literary works 

under the Copyright Act when they are sufficiently developed and detailed. The Court 

distinguished between vague, abstract ideas (which remain unprotected) and 

comprehensively developed concepts that include specific elements like character 

development, plot progression, production techniques, and visual elements. 

Second, the Court introduced the concept of "substance, structure, and sequence" as 

determinative factors in assessing whether a program concept merits protection. If the 

allegedly infringing work adopts the same substance (core content), structure 

(organization and arrangement), and sequence (progression of elements) as the 
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original concept, this may constitute infringement even if superficial details are 

altered. 

Third, the Court recognized that in addition to copyright protection, program concepts 

shared in business meetings may be protected under the equitable doctrine of breach 

of confidence. This provided an alternative avenue for protection, particularly useful 

when copyright claims might be tenuous due to the idea-expression dichotomy. 

In applying these principles to the facts of the case, the Court found sufficient prima 

facie evidence that Zee Telefilms had indeed appropriated substantial elements of 

Sundial's concept. The Court granted an interim injunction restraining Zee from 

broadcasting the program, a decision that sent shockwaves through the Indian 

entertainment industry, which had previously operated with limited constraints 

regarding the use of pitched concepts. 

Impact and Implications for the Entertainment Industry 

The Zee Telefilms judgment has had far-reaching implications for the Indian 

entertainment industry, transforming how program concepts are developed, pitched, 

and protected. Following this judgment, several significant developments have 

occurred: 

Industry practices have evolved to include more formalized processes for concept 

pitches, with production houses and broadcasters implementing standard 

non-disclosure agreements before hearing new concepts. This has created a more 

structured environment for creative professionals to share their ideas without fear of 

misappropriation. 

Content creators have become more meticulous in documenting their concepts, often 

registering their detailed treatments with copyright societies or utilizing the services of 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 110 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

the Script Registration Office of film industry associations. This documentation serves 

as crucial evidence in potential future disputes. 

The judgment has fostered a culture of licensing and collaboration rather than 

appropriation, with established production houses more willing to enter into formal 

development agreements with independent concept creators, acknowledging their 

intellectual contribution. 

The principles established in Zee Telefilms have been applied beyond television to 

other content formats, including web series, mobile content, and interactive media, 

demonstrating the judgment's adaptability to evolving media landscapes. 

The case also highlighted the complementary protection offered by copyright law and 

the equitable doctrine of breach of confidence, encouraging practitioners to pursue 

both avenues when seeking to protect valuable creative content. 

Despite these positive developments, challenges remain in defining the precise 

boundaries of protection for program formats. Questions persist regarding the level of 

detail required for a concept to qualify for protection and the extent to which common 

tropes or genre conventions can be monopolized through overly broad concept 

protection. Courts continue to grapple with these nuances, often engaging in detailed 

factual analyses to determine whether particular concepts merit protection in specific 

contexts. 

Nevertheless, the Zee Telefilms judgment stands as a cornerstone of Indian intellectual 

property jurisprudence, providing vital protection for creative professionals in an 

industry where ideas constitute the primary currency of exchange. 

American Express Bank Ltd. v. Priya Puri – Customer Lists 

as Trade Secrets 
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Factual Matrix and Legal Context 

The case of American Express Bank Ltd. v. Priya Puri, decided by the Delhi High 

Court in 2006, represents a significant development in Indian trade secret 

jurisprudence, particularly concerning the protection of customer information in the 

financial services sector. The dispute arose when Ms. Priya Puri, who had been 

employed as a Relationship Manager in the Private Banking Division of American 

Express Bank, resigned to join a competitor, Standard Chartered Bank, in a similar 

capacity. 

American Express alleged that prior to her departure, Ms. Puri had copied confidential 

customer information, including contact details, investment preferences, transaction 

histories, and risk profiles of high-net-worth individuals who constituted American 

Express's premium clientele. The bank further claimed that after joining Standard 

Chartered, Ms. Puri had begun soliciting these clients, effectively transferring valuable 

business relationships to her new employer. 

American Express approached the Delhi High Court seeking an injunction to prevent 

Ms. Puri from using or disclosing their customer information and from soliciting their 

clients. The bank's claims were based on multiple legal grounds: breach of 

confidentiality obligations under the employment contract, violation of implied duty 

of good faith, misappropriation of trade secrets, and violation of copyright in the 

compiled customer database. 

The case required the Court to address several complex questions that were relatively 

novel in the Indian legal context: Whether customer lists constitute protectable trade 

secrets? What degree of effort in compilation is required for information to receive 

protection? Can an employee's knowledge of customer relationships be separated from 

their general skills and knowledge? How should courts balance an employee's right to 
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earn a livelihood against an employer's interest in protecting valuable business 

information? 

The Court's Reasoning and Judgment 

In its detailed judgment, the Delhi High Court engaged in a nuanced analysis of trade 

secret protection, drawing upon principles from both Indian precedents and 

jurisprudence from common law jurisdictions, particularly the United Kingdom and 

the United States. The Court's reasoning established several important principles that 

have since guided Indian courts in similar disputes. 

First, the Court recognized that customer lists and related information can, in 

appropriate circumstances, constitute protectable trade secrets. However, the Court 

emphasized that not all customer information automatically qualifies for protection. 

To merit protection, the information must possess certain characteristics: it must not 

be generally known in the industry; it must have been compiled through significant 

effort, judgment, or expense; it must provide a competitive advantage to its possessor; 

and it must have been subject to reasonable measures to maintain its confidentiality. 

Second, the Court distinguished between different types of customer information, 

creating a spectrum of protectability. At one end, mere names and contact details that 

could be compiled from public sources received minimal protection. At the other end, 

detailed profiles containing information about customers' financial status, investment 

preferences, risk tolerance, and transaction histories—information that required 

significant effort to compile and analyze—warranted stronger protection. 

Third, the Court addressed the tension between an employee's acquired knowledge 

and an employer's confidential information. Justice Sanjay Kishan Kaul (who later 

became a Supreme Court Justice) articulated the principle that while employees 

cannot be prevented from using their general skills, knowledge, and experience gained 
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during employment, they remain bound by obligations not to misuse specific 

confidential information that was accessible to them solely due to their employment. 

Fourth, the Court emphasized the importance of reasonable security measures in 

establishing trade secret protection. The Court observed that American Express had 

implemented various safeguards to protect customer information, including restricted 

access protocols, password protection, explicit confidentiality provisions in 

employment agreements, and exit interviews reminding departing employees of their 

continuing obligations. 

Applying these principles to the facts, the Court found that the detailed customer 

profiles maintained by American Express qualified for protection as trade secrets. 

However, the Court adopted a balanced approach to the remedy. While it restrained 

Ms. Puri from using or disclosing specific confidential information obtained during 

her employment, it declined to impose a blanket restriction on her ability to work with 

clients she had served at American Express. The Court reasoned that such a broad 

restriction would unduly impair her ability to practice her profession, particularly 

given the specialized nature of private banking and the limited pool of high-net-worth 

clients in the market. 

Broader Implications for Business and Employment Relationships 

The American Express judgment has had significant implications for how businesses 

structure their employment relationships and protect valuable customer information. 

Several key developments can be attributed to this judgment: 

Financial institutions and other service-oriented businesses have implemented more 

robust information security protocols, particularly for customer data. These include 

technical measures like encryption and access controls, as well as organizational 

measures such as clearly defined confidentiality policies and regular training. 
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Employment contracts, particularly for client-facing roles, now typically contain more 

detailed confidentiality provisions that specifically identify categories of protected 

information and outline post-employment restrictions. However, following the Court's 

balanced approach, these provisions are usually crafted to protect specific confidential 

information rather than imposing overly broad restrictions on client contact. 

The judgment has influenced how businesses structure their customer databases and 

documentation, with many organizations now deliberately investing additional effort 

in compiling, analyzing, and synthesizing customer information to strengthen its status 

as a protectable trade secret. This includes developing proprietary categorization 

systems, risk assessment methodologies, and customer profiling approaches that go 

beyond basic contact information. 

In the financial services sector specifically, the judgment has prompted institutions to 

develop more formalized client transitioning protocols when relationship managers 

depart, balancing the institution's interest in retaining clients with the clients' interest 

in maintaining relationships with trusted advisors. 

Courts have subsequently applied the principles established in the American Express 

case to other service industries where customer relationships are valuable, including 

insurance, management consulting, advertising, and information technology services, 

demonstrating the judgment's broad relevance. 

The balanced approach adopted by the Court—protecting specific confidential 

information while allowing employees to utilize their general skills and 

knowledge—has been widely praised for striking an appropriate equilibrium between 

competing interests. This approach recognizes both the legitimate interests of 

businesses in protecting valuable information and the public interest in employee 

mobility and healthy competition. 
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However, the case also highlights the inherent challenges in this area of law. The 

distinction between an employee's general knowledge and an employer's confidential 

information remains somewhat subjective and context-dependent. Similarly, 

determining the appropriate scope of post-employment restrictions continues to 

require case-by-case analysis based on specific industry contexts, the nature of the 

information, and the employee's role. 

Despite these challenges, the American Express judgment stands as a landmark in 

Indian trade secret jurisprudence, providing valuable guidance on the protection of 

customer information—often a business's most valuable asset in service-oriented 

industries. 

Emergent Genetics India v. Shailendra Shivam (Delhi HC) – 

Know-how Protection in Biotech 

Case Background and Scientific Context 

The case of Emergent Genetics India Pvt. Ltd. v. Shailendra Shivam and Others 

represents a significant judicial engagement with trade secret protection in the 

biotechnology sector, specifically addressing the protection of specialized know-how 

in plant breeding and agricultural biotechnology. Decided by the Delhi High Court in 

2011, this case emerged against the backdrop of India's growing agricultural 

biotechnology industry and increasing investments in proprietary seed development. 

Emergent Genetics (later acquired by Monsanto) was a leading developer of cotton 

seeds, particularly those incorporating genetically modified traits for pest resistance. 

The company had invested significantly in developing specialized breeding lines, 

parent materials, and breeding methodologies for creating high-yielding hybrid cotton 

varieties suited to Indian agricultural conditions. The defendant, Dr. Shailendra 

Shivam, had been employed as a senior scientist with Emergent Genetics, where he 
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had access to proprietary breeding protocols, germplasm data, and experimental 

results accumulated through years of research and development. 

After resigning from Emergent Genetics, Dr. Shivam established a competing seed 

company that quickly began marketing hybrid cotton varieties with characteristics 

remarkably similar to those developed by Emergent. The plaintiff alleged that Dr. 

Shivam had misappropriated proprietary breeding lines, experimental data, and 

technical know-how to develop competing products in a fraction of the time and at a 

fraction of the cost that would have been required for independent development. 

The case presented the Court with the complex challenge of determining the 

appropriate scope of protection for technical know-how in a field where the boundary 

between general scientific knowledge and proprietary techniques is often blurred. 

Moreover, the case required the Court to consider how trade secret protection interacts 

with India's plant variety protection regime and broader policy objectives regarding 

agricultural innovation and food security. 

The Court's Analysis of Know-how Protection 

In its comprehensive judgment, the Delhi High Court engaged in a detailed analysis of 

the legal protection available for specialized know-how in the biotechnology sector. 

The Court's reasoning established several important principles that have since guided 

Indian jurisprudence on technical trade secrets. 

First, the Court recognized that technical know-how, including unpatented breeding 

methodologies, selection techniques, and accumulated experimental data, can 

constitute protectable trade secrets even in scientific fields where basic principles are 

widely known. Justice S. Muralidhar emphasized that while fundamental scientific 

principles cannot be monopolized, specific applications, refinements, and 
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combinations of these principles developed through substantial investment may merit 

protection against misappropriation. 

Second, the Court articulated a sophisticated understanding of the nature of 

biotechnological know-how, recognizing that value often resides not merely in 

discrete pieces of information but in the systematic organization of knowledge and 

empirical observations accumulated through extensive experimentation. The Court 

noted that breeding superior plant varieties involves countless decisions regarding 

selection criteria, crossing patterns, and environmental conditions—decisions guided 

by proprietary data and expertise that cannot be readily reverse-engineered from the 

final product. 

Third, the Court addressed the interaction between trade secret protection and other 

intellectual property regimes applicable to plant innovations. The Court observed that 

while the Protection of Plant Varieties and Farmers' Rights Act, 2001 provides a 

specialized form of protection for plant varieties themselves, it does not displace trade 

secret protection for underlying breeding methodologies and technical know-how. 

Rather, these forms of protection are complementary, covering different aspects of 

innovation in plant breeding. 

Fourth, the Court emphasized the importance of economic investment and competitive 

advantage in determining trade secret status. The Court noted that Emergent Genetics 

had invested over a decade and significant resources in developing its breeding 

program, giving it a legitimate interest in preventing competitors from short-circuiting 

this investment through misappropriation rather than independent innovation. 

Applying these principles to the facts, the Court found compelling evidence that Dr. 

Shivam had indeed misappropriated protected know-how. The Court was particularly 

influenced by the remarkably short timeline in which the defendant's company had 

developed competitive products, the specific performance characteristics of these 
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products that mirrored Emergent's proprietary varieties, and documented instances of 

the defendant accessing and copying confidential materials prior to his departure. 

Implications for Biotechnology and Beyond 

The Emergent Genetics judgment has had far-reaching implications for the protection 

of technical know-how in biotechnology and other research-intensive industries in 

India: 

The case established a more nuanced understanding of trade secret protection for 

scientific know-how, recognizing that protection extends beyond discrete pieces of 

information to encompass systematic knowledge developed through sustained 

research efforts. This understanding has proven particularly valuable in fields 

characterized by incremental innovation and cumulative knowledge development. 

Biotechnology companies have implemented more robust measures to document and 

protect their proprietary methodologies, including more detailed laboratory notebooks, 

enhanced electronic record-keeping, and clearer segregation between general 

scientific knowledge and proprietary applications. These measures strengthen 

potential trade secret claims while also improving internal knowledge management. 

The judgment has influenced how research organizations structure their collaborations 

and employment relationships, with increased attention to clearly defining ownership 

of research outputs, establishing protocols for publication of results, and implementing 

appropriate confidentiality safeguards for proprietary methodologies. 

In the agricultural sector specifically, the judgment has encouraged greater investment 

in proprietary breeding programs by providing assurance that valuable know-how will 

receive legal protection. This has contributed to the expansion of India's private seed 

industry while raising questions about the appropriate balance between proprietary 

innovation and agricultural commons. 
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The Court's recognition of the complementary relationship between different forms of 

intellectual property protection has encouraged more sophisticated intellectual 

property strategies in the biotechnology sector, with companies increasingly seeking 

layered protection through combinations of patents, plant variety protection, and trade 

secrets. 

The principles established in Emergent Genetics have been applied in other 

knowledge-intensive sectors, including pharmaceuticals, chemical engineering, and 

advanced manufacturing, demonstrating the judgment's relevance beyond agricultural 

biotechnology. 

However, the case also highlights ongoing challenges in this area. Determining the 

line between general scientific knowledge and protectable know-how remains 

context-dependent and often requires extensive expert testimony. Similarly, proving 

misappropriation of know-how can be evidentially challenging, particularly when 

innovations can potentially be developed through multiple pathways. 

Nevertheless, the Emergent Genetics judgment stands as a landmark in Indian 

intellectual property jurisprudence, providing crucial guidance on the protection of 

technical know-how in research-intensive industries and reinforcing the principle that 

substantial investment in knowledge development merits legal protection against 

misappropriation. 

Judicial Principles: Evolving Standards for Trade Secret 

Protection 

Reasonable Steps by Employer 

Indian courts have consistently emphasized that one of the fundamental prerequisites 

for trade secret protection is the implementation of reasonable measures by the 

 

© Bhatt & Joshi Associates 2024​ ​ ​ ​ ​ ​ ​ ​ ​ 120 

http://www.bhattandjoshiassociates.com


​ ​ ​ ​ ​ ​ ​ ​ ​  

​ ​ ​  ​ ​ ​   www.bhattandjoshiassociates.com   
 

employer to maintain the confidentiality of the information. This principle, emerging 

from the cases discussed above and reinforced in subsequent judgments, places an 

affirmative obligation on businesses to actively protect their valuable information 

rather than merely asserting confidentiality after a breach has occurred. 

In Bombay Dyeing and Manufacturing Co. Ltd. v. Mehar Karan Singh (2010), the 

Bombay High Court articulated this principle clearly, stating: "The owner of a trade 

secret must take reasonable measures to protect its secrecy. Information that is readily 

ascertainable by proper means by others or that which the owner has not made 

reasonable efforts to keep secret cannot qualify for protection as a trade secret." 

Indian courts have recognized a spectrum of protective measures that contribute to 

establishing reasonable steps, including: 

Physical security measures such as restricted access areas, document control systems, 

and secure storage facilities for sensitive information. In Burlington Home Shopping 

Pvt. Ltd. v. Rajnish Chibber (1995), the Delhi High Court noted favorably the 

plaintiff's use of physical access controls to limit exposure of customer databases to 

essential personnel only. 

Technological safeguards including password protection, encryption, access logging, 

and digital rights management. In Navigators Logistics Ltd. v. Kashif Qureshi (2018), 

the Delhi High Court considered the implementation of specialized customer 

relationship management software with restricted user privileges as evidence of 

reasonable steps to maintain confidentiality. 

Contractual protections including explicit confidentiality provisions in employment 

agreements, non-disclosure agreements with business partners, and confidentiality 

notices on sensitive documents. In Diljeet Titus v. Alfred A. Adebare (2006), the 
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Delhi High Court emphasized the importance of explicit confidentiality clauses that 

clearly identify categories of protected information. 

Administrative procedures such as confidentiality training, exit interviews reminding 

departing employees of continuing obligations, and documented information 

classification systems. In Telefonaktiebolaget LM Ericsson v. Intex Technologies 

(2015), the Delhi High Court noted approvingly the plaintiff's comprehensive 

confidentiality policy that included regular employee training and awareness 

programs. 

Significantly, Indian courts have adopted a contextual approach to assessing 

reasonable steps, recognizing that appropriate measures vary depending on the nature 

of the information, industry standards, the size and resources of the business, and 

technological capabilities at the relevant time. This flexible standard allows smaller 

businesses with limited resources to still claim trade secret protection if they have 

taken steps reasonable within their context, even if not employing sophisticated 

technical measures that might be expected of larger corporations. 

However, courts have been clear that merely labeling information as "confidential" 

without implementing substantive protective measures is insufficient. In Mr. Anil 

Gupta and Anr. v. Mr. Kunal Dasgupta and Ors. (2002), the Delhi High Court noted 

that "mere subjective assertion of confidentiality without corresponding objective 

measures to maintain such confidentiality will not suffice for legal protection." 

This evolving jurisprudence on reasonable steps has provided valuable guidance to 

businesses on establishing and maintaining effective trade secret protection programs, 

while also setting clear standards for courts to evaluate claims of misappropriation. 

Confidential Nature of Information 
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Indian courts have developed nuanced frameworks for determining whether particular 

information possesses the requisite confidential quality to merit trade secret 

protection. This analysis goes beyond mere secrecy to consider the nature, value, and 

characteristics of the information itself. 

In John Richard Brady v. Chemical Process Equipments P. Ltd. (1987), one of the 

earliest significant Indian trade secret cases, the Delhi High Court adopted the 

three-part test from the English case of Coco v. A.N. Clark (Engineers) Ltd., requiring 

that information must: (1) possess the necessary quality of confidence; (2) have been 

imparted in circumstances importing an obligation of confidence; and (3) there must 

be unauthorized use of that information to the detriment of the party communicating 

it. 

Elaborating on the "necessary quality of confidence," Indian courts have identified 

several factors relevant to this determination: 

Accessibility and public availability: Information readily available in the public 

domain cannot qualify as confidential. However, courts have recognized that 

compilation, synthesis, or organization of publicly available information may still 

merit protection if it reflects significant effort, judgment, or expertise. In Urmi 

Chowdhury v. Webel Mediatronics Ltd. (2012), the Calcutta High Court noted that 

"what is in the public domain cannot be confidential, but what constitutes the public 

domain must be carefully delineated." 

Commercial value and competitive advantage: Courts assess whether the information 

provides a demonstrable commercial advantage to its possessor and corresponding 

disadvantage to competitors if disclosed. In Tata Motors Ltd. v. Global Automobiles & 

Anr. (2016), the Delhi High Court emphasized that information must be "of such 

significance that it would be advantageous to a competitor if obtained." 
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Investment and development effort: Information developed through substantial 

investment of time, resources, or expertise is more likely to qualify as confidential. In 

Cattle Remedies India Pvt. Ltd. v. Licensing & Registering Authority (2017), the 

Punjab & Haryana High Court recognized that formulations developed through 

extensive experimentation and refinement possessed the necessary quality of 

confidence, even though individual ingredients were known. 

Specificity and detail: Vague concepts or general methodologies typically receive less 

protection than detailed, specific information. Courts have distinguished between 

abstract ideas (less protected) and their detailed implementation (more protected). In 

Homag India Private Ltd. v. Mr. Ulfath Ali Khan (2020), the Karnataka High Court 

emphasized that "specific technical parameters and precise configurations, rather than 

general design concepts" warranted protection. 

Indian courts have also recognized that different types of information warrant different 

levels of protection. Business information such as marketing strategies, financial 

projections, and expansion plans typically receives time-limited protection reflecting 

their diminishing value over time. In contrast, technical information such as 

formulations, manufacturing processes, and algorithmic implementations may receive 

more enduring protection if it retains commercial value. 

Importantly, courts have acknowledged the contextual nature of confidentiality, 

recognizing that information that might be generally known in one industry or 

geographic market may still qualify as confidential in another. In Stellar Information 

Technology Pvt. Ltd. v. Rakesh Kumar (2016), the Delhi High Court noted that 

"confidentiality must be assessed in the specific commercial and technological context 

in which the information exists." 

This evolving jurisprudence on the confidential quality of information has provided 

businesses with clearer guidance on what types of information merit investment in 
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protection, while giving courts a structured framework for evaluating trade secret 

claims. 

Public Domain Test 

The public domain test represents a critical limiting principle in Indian trade secret 

jurisprudence, ensuring that protection does not extend to information already 

accessible to the public or that has entered the public domain through legitimate 

means. This test reflects the fundamental bargain underlying trade secret law: 

protection is granted only in exchange for maintaining secrecy. 

In Avtar Singh v. Jagjit Singh & Ors. (2013), the Punjab & Haryana High Court 

articulated this principle succinctly: "Information that has entered the public domain, 

whether through publication, independent discovery, reverse engineering, or other 

legitimate means, cannot be recaptured as a trade secret, regardless of the effort 

invested in its original development." 

Indian courts have developed sophisticated approaches to applying the public domain 

test, recognizing the nuanced ways in which information may exist partially in and 

partially outside the public domain: 

Selective disclosure and limited publication: Courts recognize that limited disclosure 

to specific parties under confidentiality obligations does not place information in the 

public domain. In PPL v. Starling Resources (2017), the Bombay High Court held that 

sharing technical specifications with licensed manufacturers under non-disclosure 

agreements did not constitute public disclosure that would defeat trade secret 

protection. 

Mosaic theory and compilation protection: Even when individual elements of 

information are publicly known, a particular compilation, synthesis, or application of 

those elements may still merit protection. In Akzo Nobel Coatings v. Makrand Thakur 
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(2015), the Delhi High Court recognized that while individual chemical ingredients 

were known, the specific formulation, proportions, and manufacturing process for a 

specialized coating remained protectable as a trade secret. 

Temporal considerations: Information that was once secret but has subsequently 

entered the public domain loses protection from that point forward. In Peninsula Land 

Ltd. v. Sanjay Bhanushali (2019), the Bombay High Court emphasized that "trade 

secret protection is temporally bounded by the information's continued secrecy," 

rejecting claims based on information that had been disclosed in industry publications 

prior to the alleged misappropriation. 

Reverse engineering and independent development: Information discernible through 

legitimate reverse engineering or capable of independent development receives more 

limited protection. In Cryocan India v. Sudhir Kumar Gupta (2021), the Delhi High 

Court noted that "products or processes that can be readily reverse-engineered through 

examination of publicly available items warrant less extensive protection than those 

that remain impenetrable to such analysis." 

Significantly, Indian courts have placed the burden of proving public domain status on 

the party asserting it as a defense to misappropriation claims. In Ritika Private Limited 

v. Biba Apparels Private Limited (2016), the Delhi High Court clarified that "a 

generalized assertion that information is available in the public domain must be 

substantiated with specific evidence demonstrating actual availability through 

legitimate channels." 

Courts have also recognized that the line between public and proprietary information 

can be complex in collaborative industries or fields with active research communities. 

In Sterlite Technologies Ltd. v. Moser Baer India Ltd. (2014), the Bombay High Court 

acknowledged that in rapidly evolving technical fields, determining what constitutes 
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common industry knowledge versus proprietary developments requires careful factual 

analysis and often expert testimony. 

The public domain test thus serves as an important counterbalance to expansive trade 

secret claims, ensuring that protection extends only to genuinely confidential 

information while preserving the free flow of publicly available knowledge that is 

essential for innovation and competition. 

Conclusion 

The examination of landmark judgments and emerging judicial principles in this 

chapter reveals the increasingly sophisticated approach of Indian courts to intellectual 

property and trade secret protection. From program formats in entertainment to 

customer relationships in financial services to technical know-how in biotechnology, 

courts have navigated complex factual scenarios to develop a coherent jurisprudential 

framework that balances protection of valuable commercial information with the 

broader public interest in competition and innovation. 

Several overarching trends emerge from this analysis. First, Indian courts have 

increasingly recognized the economic value of intangible assets and developed 

appropriate protection mechanisms, even in the absence of comprehensive statutory 

frameworks specifically addressing trade secrets. Second, courts have demonstrated 

remarkable adaptability in applying established legal principles to novel technological 

and business contexts, ensuring that protection evolves alongside changing 

commercial realities. Third, the judiciary has consistently sought to balance competing 

interests—protecting legitimate business investments while preserving employee 

mobility, safeguarding valuable information while preventing overreaching claims that 

would stifle competition. 

The principles articulated through these judgments—reasonable steps for protection, 

assessment of confidential nature, public domain limitations, and recognition of 
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specialized know-how—provide valuable guidance for businesses seeking to protect 

their intellectual assets. As India continues its trajectory toward a knowledge-based 

economy with growing emphasis on innovation and intellectual property development, 

these judicial frameworks will play an increasingly important role in fostering a 

business environment that rewards creativity and investment while maintaining 

healthy competition. 

For legal practitioners, these cases highlight the importance of careful factual 

development, industry-specific expertise, and strategic consideration of multiple 

protection avenues when advising clients on intellectual property matters. For 

businesses, they emphasize the critical importance of implementing comprehensive 

information protection programs that include technological, contractual, and 

administrative safeguards appropriate to their specific context. 

Looking forward, Indian courts will likely continue refining these principles as they 

confront emerging challenges posed by artificial intelligence, big data analytics, cloud 

computing, and other technological developments that transform how information is 

created, stored, shared, and utilized. The foundation established through the judgments 

discussed in this chapter provides a robust framework for addressing these evolving 

challenges while maintaining a balanced approach to intellectual property protection 

in the digital age.  
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